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Announcements

• Final exam: 7-10pm April 30, Gilmer 301 (different room!)

• Cumulative, see practice tests

• Exam conflict form in email

• Remember to fill out course evaluations



Page 17

Multiplexer (mux) 

x=a ? b : c 

A multiplexer (mux) is commonly drawn as a trapezoid in circuit diagrams.tegperator.li
b

nnt
HYabcresull.cn了 else { O c (dependson c)

C 1 bcdepends.in b)
了

a.b.ccouldbeanythmg.theyauldbestnngs.numbers.fm⽐"… …



a.b.careallmeb.it ,
'

weather.su/tist1⽐ ?

'

a b C result uol.be c) 111, a
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0 0 0
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Bases

We will discuss a few in this class 

• Base-10 (decimal) - talking to humans 

• Base-8 (octal) - shows up occasionally 

• Base-2 (binary) - most important! (we’ve been discussing 2 things!) 

• Base-16 (hexadecimal) - nice grouping of bits
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Exercise

Turn 11010111100102 into base-10:

1 1 0 1 0 1 1 1 1 0 0 1 0

212+2"+2+2+2425 -1 2
4
-1 2

1

= 409 6 -1 2048 -1 5 1 2 -1 1 28 -1 6 4
-1 32+ 1 6 -1 2

= 6898



Page 8

Exercise

Turn 34210 into binary:

5 12 i i i i i i i i i
1 0 1 0 1 0 1 1 0

342 -256= 8 6

8 6 - 64 =22

22- 1 6 = 6
6 -4-2

2 -2 = 0
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Exercise

Turn 11010111100102 into hexadecimal:

//Turn 11010111100102 into 8-bit hexadecimal:

巡业些

些 些 业 0

1 A F 2

1 肝216

Howtoextendit ?
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Exercise

Turn 5b4216 into binary :

⺤! 。

5 b 42 1 6
= 0 1 0 1 1 0 1 1 0 1 0 0 00 1 0

2
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Exercise

Turn 5b4216 into decimal :

5 b 4 2

1 6
3

1 6
2

1 6
'

N

5 × 16411X162 +4 ✗ 1642x16
°

= 20480 -1 28 1 6-1 64 -1 2

= 23362
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Exercise

Turn 11010111100102 into octal :

1 1 0 1 0 1 1 1 1 0 0 1 0

eetn.net, n_n
1 5 3 6 2

50
.

1 1 0 10 1 1 1 1 0 0 1 0 2 = 1 5362
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Exercise

Turn 4628 into binary :

総沁
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Binary Addition

11101011 + 11100101

01101011 + 01100101
0 1 1 0 1 0 1 1 ( 1 07 )

-1 0 1 1 0 0 1 0 1 ( 10 1 )

i i o i ǒòòo (208)

1 1 1 0 1 0 1 1 (235)

t
.

1
.

1
.

1 0 0 1 0 1 1229 )

1
1

1 1 0 I 601
g)

Thecorrectanswershmldbe464.ButIonlyharefbitsfrmyres.in
tcreadaszobrangefor8bit.si

(0 ~ 255 )
T
2
8
- 1 = 25 6

- 1 = 255
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Binary Subtraction

01111011 - 01100101

0 1 1 1 I 0 1 1 ( 123)

- 0 1 1 0 0 1 0 1 ( 1 0 1 )

0 0 0 1 0 1 1 0 122)
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Values of Two’s Complement Numbers

Consider the following 8-bit binary number in Two’s Complement: 

11010011 

What is its value in decimal?

Method 1 :

1 1 0 1 0 0 1 1

0226 2524 IÌ I 2
0

↑ ↑ ↑ ↑ ↑
- 128 64 1 6 2 1

- 1 28 -1 64 -1 1 6 -1 2 -1 1 = - 45
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Values of Two’s Complement Numbers

Consider the following 8-bit binary number in Two’s Complement: 

11010011 

What is its value in decimal?

1. Flip all bits 

2. Add 1

1 1 0 1 0 0 1 1

1 28 64 32 1 6 8 4 2 1

00 1 0 1 1 0 0
32 1 6 8 4 2

- 128 -1 64 tlbtz.tl =
-45

-
00 1 0 1 1 0 1

32-1 8-1 4 + 1 = 45 ⇒ -45



Page 10

Example: Bitwise AND

0 1 0 0 1 0 0 0
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Example: Bitwise OR

1 1 1 1 1 1 1 0
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Example: Bitwise XOR

1 0 1 1 0 1 1 0
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Ripple-Carry Adder  

verifyiunsigned.li
1 1 1 15)

+ 1 1 1 1 ( 15)

xnxx.hn ←① 1 1 1 0 1 14)
+ ⽕ ⽕ 丫 丫。

☒
ZZZ.to overflow !

signed ?
1 1 1 1 (- D

-1 1 1 1 1 1 - 1 )

1 1 1 0 1 -2)

repeat.it -wrksi.in※
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Operations (on Integers) 

Logical not: !! 

• !0 = 1 and !! = 0, ∀! ≠ 0 

• Useful in C, no booleans 

• Some languages name this one differently

1
0

meansfakeAnynonzerovaluemeanstme.Cdoesnthareabuit.in
Booleantypeinolderstandards.net

LogicalexpressionsretumintegerscoorDExampkiifl.pt) {
Pythmmtyptri5NULT.am/ClCtt:!了

Bashi !
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Operations (on Integers)

Left shift: ! << # - move bits to the left 

• Effectively multiply by powers of 2 

Right shift: ! >> # - move bits to the right 

• Effectively divide by powers of 2 

• Signed (extend sign bit) vs unsigned (extend 0)
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Floating Point Example

101.0112

1

bit.sign4bitsiexponent3bitsifractionl.co
1011x22

Iscomplement.fr 2 : 0 0 1 0

addthebias : 00 1 0
-1 0 1 1 1

_
> only 3 bitsfrfahn ?

1 0 0 10

vweareroundmg.to11001⼀⼀ 1
0-

0 1 01 1

signexponentfraction.lv
↓ 011

Lollri
fraction
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Floating Point in Binary

How do we store them? 

• Originally many different systems 

• IEEE standardized system (IEEE 754 and IEEE 854) 

• Agreed-upon order, format, and number of bits for each

1.01101 × 25

1

⊕ 0
/

⼝

⼈
_ faction

、⽩ 䆰 1T。… 。
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Floating Point Example

101.0112yrwg管管tthnkabmtwhatom.afterthebinarypont.IO
1
.
0 1 1

2
2

2
' 202223

T T
4 + 1 =5 2

-2
+2
- 3
= 本⽚ 字

50 : 1 0 1 . 0 1 1 = 5号
②
.

positionally3positionsiuptoI-8valueslpositionsjollis3.SU
318 lthreeeight )
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Floating Point Example

What does the following encode? 14

bits.signexponentfract.in
1 òòiiio biasednumber

1 ✗列 thisdown _ 011111 cminusbias )

1 0 1 1 1 1

Iscomplementl.nlXǕ flip : 0 1 0 0 0 0

+1 : 0 1 0 0-6.4⇒

ns.o.answer:-| 7
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What does this circuit do?     

1 0 1 0

o o o

1 0 1 1

Itadds 1 !
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Building a Computer

Codef-Thisistkcircuittellsyuwhichregistertowriteko-D.FR的
v3北 andfreachregister.amux

9:12问 四 ⼗⼆吐⻔ tellsupdatenewvalueorb.eep
- 12巩] R问 teoldone
0 0 00 1 1 00 Ǚǜoe oyB.fooo.gl?IDItgiresacodemtM7nstruction.we

& 00 1

needtencodeit.tt

.pt/2/
的
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Encoding Instructions

Example 1: r1 += 19mdecimalolqmhexdecimal.io
x 1 3

ai
1513th

hex : 6613

-



Page 11

Encoding Instructions

Example 2: M[0x82] += r3 
Read memory at address 0x82, add r3, write back to memory at same address

ideaio.Ihaveavdueinmemgataddesshex8220.Iwant.to
addwhatever-nR3tothatvalue.Onepomt.NO?nstructimsallowustopassanmmediaevalueastheaddress.soletssareondvess.me
tmeijustputamaregister.tn

weuseicode4toreaditout.icode5towriteitback.rEOX82e-f-S.aermachnereadsoandl.FM的了 艺¥t But.fr us →

easiertoread-pcnofhexrlt-3.it#MIr2Frlott6882462756

←
onemterestmgfndmg.tt hexisdwgouricode !
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Our code to this machine code

How do we turn our control constructs into jump statements?

凹 数 的 敀 )-7
- 盥

⼼ 煢芈

howtoconvertfrtowhile.tn?"。 ⇒ 产品表 25"熟.ie
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if/else to jump

Incnava.wehaveiflelse.ButfromtkCPUperspechre.ther.isnosuchthmgasiflelse-onlysequentialexecutimandjumps.hnkofthecpvaswahgfrwardonaroad.Defaultbehavior.beepmonngforward.OnlywhenwedoNOTwanttocont.nu trward ,weneedtojumpsomewkreelse.SUthecompilernaturallyaskwhens.hu ld Ijump
away ?

"

7h51eadofwhenshouldIatinueiForhumaniifDistue-A.itMuise→ 13
。

1张 tr

if (ii) 1 ifl ! D ) , jumpto_13 machmeil.TheCPUwilcontinue.clownwardby

A A

default.2.tl?iS3elseIjumptoccnonditiondjumpfalse.where.hu ldwe
g ?

B B 2 situatims :
<

} antnueA.tn c.
"thnkmgbackwardi.li:䀇 ;:
"

点:籝
,

②
, ifDisflseiumptoB.butacfuallywl.ae

c. c

naturalrule.wntinueunlessifconditinDistrue.IwildoA.inPh9Th 2 阰"

fuetojump.hu?skipB.continuetodoCwhydocompilersgeneratedthsway ?

zoitnspattemappearsinallarchitecture5.IQ" Fewerjumps
"

⇒fasterexecutionosequentialflow-betterbranchpred.ition
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while to jump HowdoIknowwheretojump.fihardcodeifyouknowthaddresszo.iode 3_3

呲咖 制⾯训⼼

䴯
。训⼼

A Nj i.y jumptoA7.NO ! Infndt 邶 !
if (四)

, jumpto A.
B jumptoifdotheondnncheck.is B

dnlwpiteratimhizjumpchecks.eachlwpite.atMonhghasi
jmpcheck ,

ItsntthesamelwpItado-whikl.pt
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Encoding Instructions

Example 3: if r0 < 9 jump to 0x42Idmthaveanmstmct.it
Ineediaifricodei.whatshouldIdoi.ru

⇔ 10⇐ 8⇔ (0-8)<=0

⇐> ⽐⼗⼆ 810奸8)
ro⇐ 0

1 1 = 0✗ 42 etdettr
6 4 42

v0 ⼗⼆ F8
-

0 世些- 訾ii.
-_--.-

7 1

64 426

2F87lregisteriiricurrentmstructm.PCiaddressofthenext.ms
tmctm
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Encoding Instructions

Example 4: 0x17 * 3
0× 1 7 * 3 ⇒ 0× 17 -1 0× 1 7 -1 0 × 1 7⇒

forlioii23iittixl-OX17.it
Oi x = 0 i

i : 0 i
i =☒ -2

whik以 3) {
HHEREc.in 3 - 3 : 明论

(Sǎe

xtoxni ✗ ⼗ ⼆ 0× 1 7

whereit.liitli toback)

, iflhjumt 0竽告号

iflii-2-ifliz.io?-reif(iEO)jumpHEREwhatvaluesweneed?x
→

roi-rlHERE-srz.no
x 17→ immediate
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Arrays

aN = 12 , 1 7 . 42 , 127 , 1 8 } @ 0×9 0

Iassumealltheseareonebyteothateachwillfitinoneoftheseslrs.la
117 1421 1271181

0 90 9 1 9 2 93 94 … … FF

arr [3] = 0× 9 0 -1 3 = 0✗ 93
mn ↑

nhhesposimofwhe.ro ourarrgstat
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Instructions Set Architecture

Instruction Set Architecture (ISA) is an abstract model of a computer 
defining how the CPU is controlled by software 

• Provides an abstraction layer between:
– Everything computer is really doing (hardware) 
– What programmer using the computer needs to know (software) 

• Hardware and Software engineers have freedom of design, if conforming to 
ISA 

• Can change the machine without breaking any programs 

fs
htsofflexibilityandfreedomtobuildthmgsthatwuldbefas.tor.lik

hyperthreadmg.Idaitwrryaboutonthesotneside.fiustmakesurethecodecanbecompiledtoISA.Icanrunit.cn
hardwǎe
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The Stack  

Stack - a last-in-first-out (LIFO) data structure 
• The solution for solving this problem

rsp - Special register - the stack pointer 
• Points to a special location in memory 
• Two operations most ISAs support: 

– push - put a new value on the stack
– pop - return the top value off the stack 

 

( 0

nesolutionwonout7.IE/stakofplates-ihd_e-ht_Tt-_e--havethe
雌的

cthemdexinmemgofacertainpont )
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The Stack: Push and Pop  

push r0 
• Put a value onto the “top” of the stack 
• rsp -= 1
• M[rsp] = r0
 

pop r2 
• Read value from “top”, save to register
• r2 = M[rsp]
• rsp += 1 

 

memg
chighordrnumbers

叩惑
删 红 雌⽹⽟

H mn

117啊 Then 17tumsto.mn?:i:i:iaggmmmgItSnotpartoftheregisterfk

stacknowl.rs/⺕ wgdown ) ,
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The Stack: Push and Pop  

push 1177

push (23 ) R

.然
"

艾
xip 侧 憖 另 箋 另 ⼀ -2

0

23 10 =23 23

push (2) ˇ - 3 0 - 3 121 = -3

push (3)

yipop ( RD

Z = 1邓 ( 122)
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Our Hardware Backdoor

mdiciouspayload.mmg.de05121130115痴叫→ 加9in

Iwanttorunpasscofkddatafromlonenstrupnfthenext.at
meny 籤重

⼀点点图 /
⼀百个𨰻5ldntothemanmg@itihme.I

dothenormdthngswant.toǚǜǜǜǚǚpo 州 (但 0 &和 == (5) 1 4- 1&?= 2 1 ) 1specidcsindata-3DI-jchrneennnnennnrloooosooeo.ir
城赞的

somethmgntiadikeeptheoriginalvalueu.nufaaoyunugnf20.mcreasmentoriunde.ir
speàdconditionwnrnee
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Backdoor: secret way in to do new unexpected things 

• Get around the normal barriers of behavior 

• Ex: a way in to allow me to take complete control of your computer 

Exploit - a way to use a vulnerability or backdoor that has been created 

• Our exploit today: a malicious payload 

– A passcode and program 

– If it ever gets in memory, run my program regardless of what you want to do 

Backdoors



Page 10

Memory, Code, Data... It’s all bytes! 

• Enumerate - pick the meaning for each possible byte 

• Adjacency - store bigger values together (sequentially) 

• Pointers - a value treated as address of thing we are interested in 

It’s all bytes 

Youeseenall3oft.be dready ,
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Rules

Rules to break “big values” into bytes (memory) 
1. Break it into bytes 
2. Store them adjacently 
3. Address of the overall value = smallest address of its bytes 
4. Order the bytes 
• If parts are ordered (i.e., array), first goes in smallest address 
• Else, hardware implementation gets to pick (!!) 

– Little-endian 
– Big-endian

0× 1 00 1ABYEF 14时的 ,

⿏ ⿏ 品品
startmgfroman
addressandgongup
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Ordering Values

Little-endian 

• Store the low order part/byte first 

• Most hardware today is little-endian 

Big-endian 

• Store the high order part/byte first

0× 1 00 1A BICDEIF

_
-_->悽墙墙 螨

r-tehs.e.AB_C-i_EF.li
6000x60 1 0×6⼝ Ox 603

whywewanttotakaboutzways7Becausepeo.pledecidedtoddiftntthgs ,

WewriteOOABCDEF.butwecakulatefomFtoO.MM.bethatsthereasonforprocessorstosee.EE 的517
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Example

Store [0x1234, 0x5678] at address 0xF00tyofznme-rseachnumbershouldusezbytes.addresslitt.ie
endian

bigendianox.nl0⾮00 3 4 1 2

0× 10 1 1 2 34

0×5678 1 0× 1元2 7 8 5 6

0 ✗ 103 56 78
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Assembly

Features of assembly 
• Automatic addresses - use labels to keep track of addresses 

– Assembler will remember location of labels and use where appropriate 
– Labels will not exist in machine code 

• Metadata - data about data 
– Data that helps turn assembly into code the machine can use 

• As complicated as machine instructions 
– There are a lot of instructions, and it is one-to-one!

Ǜxtdābtifnnnyetigtrephtetenn⽐actualaddressesuhenitbuildsthebmaryhatwere.ggtorun
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AT&T x86-84 Assembly 

(

typicallywewillnotsemrethanzsO-@6adingthe.addr
""1bt-Inmosto-Tthecases.wearedgs.me

thgng䕦.si
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AT&T x86-84 Assembly 

0 endwithaolm

○

startwithadt.co
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Addressing Memory  

(%rax) or 4(%rax)

𡶐"

naneii-nree.lusedtocakulatetheoffse-Dnt_IfIdonthareallthepieces.it
willcalculatewha.litan
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Registers   

rax is a 64-bit register (supposedtobebackwardsampatibkwithx86132-biti.16b.it,
rax 164 bits) eax 132 bits) 8-b.it)

laxllbbitD-g-rln-hdl8-bitstreachlIfIhokat32-bitversim.it
willjustzenouttheg32bits.wenseethiswithallourregisters.inslightlydifferentwg.cchecktkread.mg)
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Instructions   (shortacronymsfrwhatwewanttodo.likemov.add.andor.xor.mg )

lsimilarfraddq.subq )

hnnnneesThemstmctionfllowedbyhowwideofthet.mgwewant.to d.
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More powerful than our ISA    

ten.weantdomanmgtome.mgcalculatims
,
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Instructions   (shortacronymsfrwhatwewanttodo.likemov.add.andor.xor.mg )

lsimilarfraddq.subq )

hnnnneesThemstmctionfllowedbyhowwideofthet.mgwewant.to d.
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Jumps

0-_-

wn
Cjumptoavduemaregister )

ied pIfthereiaover.tv
-

< <= == ! ⼆ > T-above.be/0WIIfthesignedbitiset.
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Jumps wejunpbasedontheresultofsomespecialregister.cakdanditincodes ,

-

-

wrru
Thgdmtharetobebackt.bak

→Youcandosomethhghkemore.vnjumpwillbebasedonthemostrecentthM.ttthigsaround.sethecondit.mu
,
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Jumps: compare…
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Jumps: … and test

testcouldbeusedtocheckifaregisterhasomit.testqy.mx
, %

raxjezero-casellifrax-ojnenmzenecasehifraxi.io
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Example: Loops

while (i < 10)
    i += 1 maini-e-zlablemwqslo.tn/1wesetrax-0formti=oiMcmp$

10
, %raxyrax-lo-7.fifrax40.weglnegtne.thendolopbody.tp.tlabk jgeaflerlifraxmo.wegolpositiveoroychecklandition.impout addqsll.tnthenjumputthe.IM?if(ii-lo)gotoendjmp lwp

itli

njumpbacktoconditim atgtqhtumwithagibecausewerewrkmgu.itha 64

g totpibitthing.CM?a8-gtaddressandjumpbaktoakHend:tlab1e
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Function Calls: Calling Conventions 

Moreconrentns.checkreadmgs ,
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Calling Conventions: Registers 
ThefunwnImrunmgcurrentlyandthefunctinthatIcdlare.hn

amgthesameregisters.netWhy ?

Callerandcakesharethesameregisters.ee
tee-nn-10pushtheddvduesbefrecahgzo.pthevàuesbefreretumng
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Example: Functions

f(x,y): 
    ... 
    ... 
    return 4 

... 
z = f(2,5)

7htflmtx.my ) { .globalff.hn
4.

pushqhbpnstoreoldbaseponterymovqotrp.inHcreateanwstackfrf
ntmam 1) 4

nig.in//putreturnvalue4t%eaXIhtz=fl2i5);FP9!rbPHpp01dbaseponterwsrnnmmnntfrma.nl
邮 和
_
!!

"

_

幵 ⽐9 11retum.Y.globalmam.ii-fnnpushqyorbpmorql.rs
, %

rbpoomovlk.%edillputparameterzto%edimovlsl5.li/1put5
tolicallqfmdv%eaxi-4drbpxstreretumvaluetolocdvariab.KZ



⼀个 savebaseponter-suse06rbpfrilnotnormal.butvalid7.it
jampareiwith12.ifin.tnjumpoutthehop.dse.dothewhilelwp.co

whileli-ID-inseteax-oforretumsmtittheregistery.rsi.valuewhichisuedtthesecondparameterofpnntfsput.fmtstmghiptotheFspopoldbaseregsterofrdi.vnchisused
address frthefrstparameferof

prmtf.zthmgstknow.IQ
%riphatheaddressofscstyle.fr吡加州的

currentmstructfzo.fmtsl.mg1%啊

willcalculatetheaddressoffmtstmglabelusmgoffe.tn
,
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Most Common Instructions
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Patents and Copyright
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Compilation Pipeline

Turning our code into something that runs 
• Pipeline - a sequence of steps in which each builds off the lastWewanttobridgethegapbetweentheassembhgandc.ie

wholestepsfromassemblytoexecutable.isfullyreversable.TNmightnotbeperfect.tk/abelsmgnolbequitewhatwewant.
dglg.cc ↑ dangexecutableg-tinkr-pg.am→loader-runc-compiler-Assemb.ly→Assemblertbject.clsfks ↓

.

0fileslbduintLAreweannectedin.hnHes dang-c.hu brmgdherpaplescode.atemnnowe
henrse onpileonly.dont.IM hwemndo.rs?RunThgarepartofthepackgeSourpngramona
Theprocessfromctoassemblyislossy.clMg -02 M" amewithourompikr 105 ,wmd.ws?Mac?Linux?piffiuttogobaktocoiethewhdetngdowfcp.int?san?) nnderisactuagverycomplicatedanditswhatsgangtoput.co

deonmemoryfru5.Nowttesntconnecttoanythmglslusrllib.cl
otsofcompiledthmgsreadytobeused.IS/usrllib64lwc-l:showhowmanyfles
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Compiling C to Assembly

-
> hasahtofthmgslikhashtg
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Compiling C to Assembly
usethemlestobreakit

ns.TIAbstractsynta/TreDTularexpression).mtFunctimDeclfooimt c)
fo
( 1matchthetypewewmt.intfoc) 1 mtfnf ! Mpoundstmtcfunnnsignaturd.int/ \ iN x - 3 i t x=3 , xpedstmtRetumstmt.hnments retumxxz.to
""

1 1 ttix回Xehim Assenbly

retumx*,

陆邀
>

3

i vdDedx.int Bingoperatri.int ↓
了 retum

了 x
1 / \ Didyureturn

* Integerliterd3ImplicitlaseExprIntegerh.iteh 2thantt.pe?cfiIe↓ 2 Nduēnǎh
⼿ 壮 Example ;

① pushashtgmdude ,

1

define.it/else ↓ DedPtnx.int

typeannnfom-nty-ioz.de/etecommentsusemlest↓ 篷莎器
罀

③
,

ifithaveanycodethatbreakt.to hkivdid Csyntaxcwidenonrersi.in?tkensweusethatwe'VecoMected⼆

casttodubk.cm加 1 ☒ ↑cmplicate.cat?withotherthmgs.itwiHbM9
23 → , tokmxtmtdoubklhalthngc.togethen xy → 3 tokens

y 5

《 -1 tken

mtinttt-ltobenxx-ztokens.MX
,任河doesntwrk.it刊 +5 个



clang -O0 -c hello.c -Wno-implicit-function-declaration -o hello.o 

llvm-objdump -d hello.o

pcompileonly.nohnk.FnintionIdmtwatthe-warmngcforehxmple.IT?allafunctionbutdidnt
dedareitnIdisassemble.hreesihisisthedisassemblecodeformam.su

rtfwmaddresso-eee-Thisisanunnecessarylocalvariabk.initidization
ladeads.tn) ,artifiagmtwducedbyompilerunder-ooforsimph.cilgand

debuggability.1.whyxorl%eax.hn?1OCanweusemovl$o.%eax?Yes,
butxorisshorteradfaster.se
whynotxorqyorax.tn?Thecompilerischoosmgtousethisasaneasywg-ashortwg-tozerooutthereturnregister.ESonlytuotestodearthatregisterwithzew.pe
rformnga32-bitxoroneaxautomaticallydearstheupper32bitstozero.2.TO

rdifferentretumtypes.nl?egardlessofwhethertheretumtypeisint.shrtlmg.mg/mg.accordmgtothex86-64calhnganrention.retumvaluesarepassedviatheraxregister.lifbatmgpont hgpes.suchasfloatandduble.usexmmO.com
pktely

differenthardware ) ,



> It

callssomethmgitfnnntBecauseIhaveitactuallytld.it
Thelmkerwillerentualyoverwriteandtelitwheretoactuah.ca

1 1

"

puts
"

,



-> manug

dedareputs.Declaration-sletcompilerknowthesignature.tthefnction

Alsowrks.andbetterifIuseiphelo.cl/ess''.Icanseeallthrgsm
stdio.hisactuallyapiedtothehellocfle.cm

cpreprocessor
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Data Types in C

in

1 乺等1 6
32

64 8

64

bydefault.short.int ,lg.longhngaresignd.charisimplementation-defned.phar-dependsoncompikrlplatformsignedcharunsign.clchar

Example ofcreatmgavariableiunsignedlonghngx.to 。



Page 5

Data Types in C

Floating point 
• float 
• double

Ccheck
"

Readmgs→ C Refereifrexponentbitsandfannbits)
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Data Types in C

Pointers - how C uses addresses!
• Hold the address of a position in memory 
• Need to know the kind of information stored at that location

Thesizeofapvnter7Howmanybytes7-64bitslk.gstersare 64 bitsbecause
(8时㘭 wehad 6

4-bitmemryaddressesjIfIwanttohaveapnntertoan-nt.imtxyi
↳ thestarreferen.es

thefactthatthisisntanmteger.itsapvnter.int
x = 5 i Tltglnnh 4时㘭y-xiItwksi-ntx-yitlhhlINI_lleekbyt.SI
xyziiwillchmgexto25.mx;-> doesntwrk
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Data Types in C

Pointers - how C uses addresses!
• Hold the address of a position in memory 
• Need to know the kind of information stored at that location

intxxzgizisapantertoapantertoanint.zhastheaddressofy.la

ter.ifIsaytzithatmeansy.itxzithevalueofx.me
magaddressoxmocwealwgsreferencesomethmgasthe.luestaddressthat.itsshred1

1 20 1 1 202 1 203
⽐) FF

Yfhi:佁阅息 闷。 1 00 1 1
'

781561341112
int ** 2 =& y i8-bytchunkfry hktax

xzidereferencezl.ttleendian) xtzi.dertncext
Ihtx = 0× 1 2 345678

tx-z-oxoooooooilsetxtooxoooooooojt.lt
y i * 2 = 25 i (

wammggairetrymgtoassignanmtegertoaponteny-x.CIwantypuhttox.whichmeansstoretheaddressofx.mg ) ,

( Butlater.whenyouuseitasanaddress.mgSeg Fault ) .

1

y-OXABCDEFOliCIhchangmgthepinteD-T.mg dmtwanttodothis.sntmessegfanxy-25ilwhenIuseanasterisk.itwilsgisfollowthepomterony.flowtheaddresstotheplae.inmemagthatypantstoandchangethatw.lue)
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Example
(

compilerknouswearewrkmgona64-bitmachne.IN
pobablytngtohne-rreeerghhgto8byteseereeifIcan.to

makethmgsfasterfry.ru)
Cet → loadingtheaddr
-_-24

Ofxtorcx
,

signedextend }yistreatedas.to9

thesameway.todfcete &x

XSaernfbgmgfomlmgtomt.moveiheralueof-Ynytorcx.but.IMliustreadout.tk
11

Valueofecx,
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Example

al-heretiheanmtegerblzrrtilnnganinteger.tn
☒
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Arrays

(wepickaspotinmemg.andtknextsomanye.ptsareourarray )

( 1 0mtegersmmyarrayjHowbigi.mg
arrgmbytes7-whenIcreateanarrg.it

actuallycreateapnntertothefrstthmgmthatlist.iq?tional
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Pointers and Arrays ㄨ

I' l l l ! 111 腓 111 胁 '

(dereferencexwillbethefrstelementofarrg.sindex 0 1 2

-

wi-espanterarithmeticlskip5bytesmme.mg
Iknowthisponterisapontertoan-nteger.soIplus5.sizeofhnt)
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Arrays

(wepickaspotinmemg.andtknextsomanye.ptsareourarray )

( 1 0mtegersmmyarrayjHowbigi.mg
arrgmbytes7-whenIcreateanarrg.it

actuallycreateapnntertothefrstthmgmthatlist.iq?tional
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Pointers and Arrays ㄨ

I' l l l ! 111 腓 111 胁 '

(dereferencexwillbethefrstelementofarrg.sindex 0 1 2

-

wi-espanterarithmeticlskip5bytesmme.mg
Iknowthisponterisapontertoan-nteger.soIplus5.sizeofhnt)
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Pointers and Arrays

Consider: int **a
YwdIknowiponepanteroranarrayofpnnteri.lapnntertoatntertoan-nte_gerjrehemtegeroranarrgo.fintgn.sn?Isuppose''cipnnttothefrstthmgofanarrg.ThisarrgshouldbeanarrgofpnnfersAMISupposethepanters.in

thisponterarrayponttoanarrgofmtegers.dz*
>nee

*
> 1 1 2 3

**a ⇒ I
• > 41516

⼼[0] => I

⼥@[27 ) ⇒7
˙ > 7 1 8 1 9

(如)问 ⇒ 3 • >1 10 1 1 1 1 12 1 1 3

a [ 1 ] [3] ⇒ somethngweirdhere.hn?ava.justsegfau1t.Butmc,Icanjustgxeyoutkvdueatthatteltgarejustp.nutoaplacemmemory.ch?I⇒ 4
audykegfultifyouuadtofgIwillknowmethM.at" 们 ⇒ 1

②
, Mgbesmenwmberthere ? mngwhenIusethisw.lue Itbdoesntmatterhowbigthearrgs.ae

* a [ 1 ]⇒*(II) ⇒4 later.AndifImwntmgsth.IMgoverwritesth Idmtknow ,
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Pointers

sizeoflcharx-7-sizeofhgdmbkxysizeofnreturnsava.lu
e

-

-2ns

oftypesizetLTheserepresent-ntegerswiththesamesizeasaponte.ir
,
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Pointers

wesupposexlivesataddresslooyponttox.org==1000

pnnterarithmetic.ypontstanmteger.co ytzmeansgofrwardzintsinmemory.whichis8bytessmc.ly
waslooo.sozwillbeTtheaddresstokng.sowetre.atthem 1 000 +8 = 1008

likeplainmtegers.io 8- 1 000 = 8
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Other Types and Values ifIwritenumbers.theyareimplicitlycast.tomtgers.whichis32bits.IFIwant.to
writesomethinghger.Inedtoaddsmesuffixes.i.lt
frlmglongccapitalizatimdoesntmatter.butyaillus.uallyseeiiloweraseandiuppercase.jo

1 2 1 0 1 cwhenIdealmgwithchoiestheuserhastomake.tkeasiestwg-Thangewheretodoisusingintgers.freasierreadmgIgret.hn somenames )
Itsatype !

Imatusing
"
⼆
"

- CIdontcarewhatn-Iantdoequdsoranyoperatims.it
floatb-123.4.CI
daitcarewhatismrgisterraxl.widxp-oebifloatcitlfloatx-jpjc.us

tmgpontersdoessomeweirdthmgs.vntalkabmtthatlater ,
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Structures

ˋ

8

theorderofthislist4isimportant.Ittelswhenyoucreateas.hutinc ,

2

theampilerhowtobuildt.tneǎnpikrdecideswheretolthisthmg.placeeachfeld 4+2+1=7

maybeonebyteofpaddmg7-nmemmg.Ittriestooh.tneah

Idaitknow.fieldmanaddrsthatsamipk ↳dedareavariablexof.isnah
oftypestructto.size.tomak

thecpoaccess Icansetdirectlythe

faster 。

fields.Astructmastructi.ie
justsetastmctanefeldofantherstruc.to
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Structure Literals We

canusestructliteralsjustlikwesawwiththearrayliterals.ficiisapartofthetype.notapartofthename.ee
→ mustgirevaluestofeldsmorder.us

youanuseequalnotatintogivethemvaluesmotherorders.su
ctazi ⇒ Iftdmtgneanyvdues.justallocatethemengandwhate.verisin.memgiswhatsgongtobethere.clmtknwwhatthgare
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typedef

struct { ... } defines an anonymous struct (no struct name given).
The typedef immediately gives it the alias foo.
You can now create variables like foo z; instead of writing struct something z;.

typedefunsignedlongsizetitypedefunsignedlmgaddress.li

Intgerbecomesanothernamefrmt.ch?pptri(Usingtypedefcan
makecomplexpontertypeshoks.impler)
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Struct Example

AssumngIhavenopaddmgbeauseallofthse.ae 64 bits

0 8 16 24

xlylarrayllengthfoa.co/
a.arraytiatitogetme.tothearray.remanberweneedthisiatt.beend !
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Struct Example Sumzgetsaponter.itmustdereferencetoaccessfelds.org→ xissa.me asctarg.xthefrstparametercarg7ispassedinregister.frdi
ee

ans-arg-sxrfarg-slengthperformsbitwise.AM?.ifnegati
⽐
, jumptoi啊-3

rdx-arg.grsiiargarray
.

i= 0

integerrcx-arrginmultiply.intrcx-yx-arrgh.ISigned)
MS ⼗ ⼆ ……

ittincrement.tn-

compareihgth
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Struct Example sumlgetsacopyofthewhdestructcfoarcp.it

accessesfieldsdirecthgonthestackans-arg.xr8-arg.la
gthrdx-arg.gr

siag.arraywhydoesthecompileraccessthestmct.fieldsusing
iogrsptoffet.insteadofsmethghkhlx-0叱出的 ?awyiggtitDModemcompilersoftenomitit.tosuaregh

inger wn.mnrcx-arnilwhenymdorit.se/:rbp,tcompilerjutuse/:rspt0ffetMtd
multiplyg.eercx-yx-arrgtnk.iqned) MS ⼗ ⼆ ……

ittarg.la9th←321%啊 increment--.-

compareihgtharg.arrayt-24H.rsparg.mg
-_-161%rsparg.xae-8H.rsp)

returnaddr ←01%啊
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Switch



Loads a 32-bit offset from the jump table entry indexed by %rax and sign-extends it to 64 bits.
Each entry is 4 bytes long (hence the *4).

Itlwkslikeabunchoflabds.AMitsgangtowkexactlyhkeweleseenlabds.huIjumpedtoalabdandthenIstartexecutmgcode.NU/ikeafunctxn:Igothere.mnthmg.thnretum.NU/ikeifstchnent:Idoabmchofanditmaljwmps.Onethngtonote.vehavetoswitchman-nteger.hatmtegerisgngtobe.tkmdextoourarrgoflabeb.CIndexmgintoanarrg.tlabebandpikmgwhichonewewantto

jwmpto ) ,

_tsfrstparameterlaga-eetihemdexofanarraystartsfwmo.SU
wewanttomapl~5too-4-ceiifmdexs4.tn

jwmptolabd5-Itsprepanngth.cngumentfralatercalllikeputs (在⽐ 0 ) ,

eeee-shadtheaddressofthejumptableintoiorcx.es

eeehsAddsthebaseaddressofthejumptabl.tothatoffet-neesindirectjumptotheaddressmtn.net
loadTextlandjumptolabelb.ee

>

loadText4andjumptolabelbjemptyouteaxandoutputs.co
ftnna

铡 城" 驭䏟

unubutitd.tt"

e-sjumptable.whytheychoosethisorderi.in""
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Calling Functions 

flowthe.ca 11mg

onventimsifIdontknowanythmgelseaboutfunctonf.pt
ttkaddressofh.to rsi ,
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Calling Functions 

Weneedtomakesurethatweharethededarat.in
ofhefunctionbeforeweca.li

t.sothetypecheckerlknowshowthefunctions.vn
osedtohok
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Calling Functions 
hhenIcalafunctionwithfloatmgpnnternumbers.tnawholesetofregistersthatjustyieldfloatngpantmmbe.rs

.

→
Noledianymore.to agnerdtnenteger.netanagument.GE#nedmtgrtgOedThtttngPMtmmberregistagwthecamgconventionsfrfloatmgpont.in

umbers )
,

Fordiftnttypesoftheparameters.usedifferentkmdsofreq.istersmorder
,
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Macros

errtsItdoesthisatthetextlevel.rswhatererisafterteommauntiltheandparenthesesist.be

seandtmng-n-hr-whatereristhefrstthmgafle.toopenmg

parenthesesmtilthecomma.eitextl.ve,
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Interesting Example

,

仁兴华
⼀

,⇒ x玭 ⇒ ㄨ = 6
.

Bereryexplicitwhenyouieusmgthetl.CI
-3)*2) i macrodefine.Wraptheminparenthesesandenforceanwderofo.peratims

,



Memory
Fwmassembly :

fffff
o.Generateamemoryaddressand-h.tk

uppergtomemory.keme.IS阰
②

,hardwareisgongtochekifweieorkernelhalfofth.atuagallowedtoreadhntefommnmg.me
mong.hatplaemmemonglrelymaresen.edu计⽐划
pieeofsoftf.ir⽐

treador soznamesfrhat.hn
oroscperatmgsystanj.kemekmtefomthn.nu1hr0簸decidewhethrtheseaddressesaregod.ae吡

ornt.allowed.IEdiidesmemmgpmtoaaupleofdifferentsegachunk.fmemg
eeee Itsgahgtohavedifkrent.propertiesbasedmwhatsegmentofme.mg

Imin.UserspaceIfyurentmtkkernel.youareihuserspale.co



Shck stackframeiAnyt.meIcalafunctim.thereare-Tw90esdownhhadaau.pkofthmgsthatgetputmthevariablesavailable.tostack.O.parametersmultipkfsharedrariabl.es②
、returnaddress.func.tn③,

locdvariables.whenIretum.RPmovesaway.memg
efedoesntgeterased.bg, ns.Onethgmissmgiponters.variablesthatwewanttoleave

whenourfunhnsretumlpasstoanntherfunct.mn
globalvariables.IMC.IcandefnevariablesontsideoffunctionsForlocalvariab.lainfntmsiputvaluesmstack.Butforglobalvariables.weputthemhere.chsizeofthevariablesareset.at

compiletme.andthesizecanntbechanged.DE
xample.stmgliteralsreadonlymemmginngsarentcode.mn
thatweremmgcodethatarereallyhelpalfmypngram.caiàèīángg

…
…
… -_-

stuckinmemgsomewherenearthebottm.MN/Mi-sWeputthecodenearthebttm.butnt.at

thebottom.CExplamatmnextpag.es ,
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malloc man page

calloc and realloc

manmalloc
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An Interesting Stack Example 

z-mtxanswermallocl.5tsizeofGMDi-ntxanswertmtxmah.gs
izeofcmtDi-BetteriButifymdaithaveit.itsfme.be

causemallocreturnsauidx.it
wilautomaticalycast.to

7⽐⼥
。

thfee.la 1 ) ;

1
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绷

hnkmgtimemAllgrcunmarrelatedthngs-spars.mg
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iǖt

a.

𣬚

40 4 × 1 0
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⽐

XORstgether.Qhemmbersthatshuldqpear.fromoton.fi!管鱻!thsematdngrduescanceloutunderxOR.Theonlyvalueleft.attheendiszo.dlthenumbersthatactuagappermth.clrrg
<

smceevegnumberexceptthemissmgoneappearsmethod3.me
thodliihtmissmgNumbertntx-nums.mn ) { 瞅雌 ,

㵇 晠䠾飊舭
鑭㽰㫵 nnnn.n.mn

mtxmiforlintx-i.tnixt⼗) 9 mtexpected.MX 1M ) 么

forcmtioiiaiittlihtfund-Oiforcnti-oiim.it⼗) 1 7⽐ ahal -0 ;

xiiiforcntii.IMiitt) 1
xtnumsiili.itCmnsi] == x ) 1

3

3
fomui

}

⽐倒⼗⼆吼吐"

retumxiretumexpected-actualijifll.fmd) 9 retumxi了了了 了
,

whyida-O_eretum.lia
^ 0 = 1

3
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strcat example
Issues ;

①
,

Mggmentatmfaultifslorszarehng.cbufferoverfbwi20.it
Ifrgt ⼼ ,

strcatdoesritwk.dngprobhmc-fstack-pwtec.hr"

itwilshow " stacksmashgdetectedCItgNesmreemrmfmatim.SUmesystmsdothisbydfault)



printf prints exactly the bytes you give it
It does not automatically add a newline (unlike puts)

soweneedtoaddiitopnntanewhneauemnspecifers.cn
percentagesign.followedbywhattypeofthethmg.is

,
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Syscalls how do we, as user programs, get the kernel to do things for us?

kernelisallowedtocallthesespecialassembhginstructionsthatdot.hngslikewritetotheharddrive.writetotheterminal.mn/dosethe

fles.thatkndofthng.HowdoIgetthekerneltodothngsi.fi
… f .

giedriverkemelspaceoswrite.inttotnrharddnreorue.vn0灿 如以 …

writeiargumentcheckmgs.la
ck ↓ ItdwgscdlaspecificgcallO-aspecialfunctioncall.us

erfunctm-nkemdspae.retunvduecheckmgspa.eu↑ 0 ( ⼯州

sewnatismfnltum.ua/wayscalltheexactlysameoo...ocode→ Ourodeishere.dose.to
2N ,

function-Butwearenddlowedtoreadlwrite-ntkkmelspace.gscallisallowedtodothis.WhenIrunthismstmction.it
becomestheoperahmsys.tn
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Function Pointers




