UNIVERSITYsf VIRGINIA

Midterm 2 Review

CS 2130: Computer Systems and Organization 1

Xinyao Yi Ph.D.
Assistant Professor

il UNTERSITY | ENGINEERING




il UNIVERSITYo VIRGINIA

Arrays

Array: a sequence of values (collection of variables)
In Java, arrays have the following properties:

* Fixed number of values

* Not resizable

* All values are the same type

T 1111]

o | X 3 4 St 71 & §lo--

Seqventiolly 1 Aemory

How do we store them in memory?
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Arrays

avr = §2,17,42,127, 18§ @040

1 ossume ol these ore e byfe so that
each will fit in ome of thae slits

2 1 s nt]ig]
0 G 49 9 93 9 - - e

o [2]= 0x%90 + 2 =0x9%

positon of whee our gy clovt.
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Instructions Set Architecture

Instruction Set Architecture (ISA) is an abstract model of a computer

defining how the CPU is controlled by software os of flembibhy anl fealom &

buibl thigs thot wadd be focter e

>
. . Mpekfhreadwg. I ot worn| obout on the
* Provides an abstraction layer between: (/ oo ok | > Tuch ol one B onle Cin (2

— Everything computer is really doing (hardware) amprled g0 19 1 @ run it
— What programmer using the computer needs to know (software) * havdwere.

* Hardware and Software engineers have freedom of design, if conforming to
ISA

* Can change the machine without breaking any programs
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The Stack ) < tion waon qut)

Stack - a last-in-first-out (LIFO) data structure

* The solution for solving this problem —
-

rsp - Special register - the stack pmﬁtgn
* Points to a special location in memory hae the acdoliess
* Two operations most ISAs support: (the indlezr in memory
— push - put a new value on the stack
— pop - return the top value off the stack

of a (ertan pmt)
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The Stack: Push and Pop

push rO

pop r2

Put a value onto the “top” of the stack

*orsp-s o 42

e Mijrsp] =r0 o .
| Eé}g_ r3|

Read value from “top”, save to register

* 12 =M]rsp] eqister file

* rsp+=1

Y3 | |

Y ?C[;F\

o
W% 1

/ﬁpupmﬁ (2=1]

(high ook mimbes

tr uphee)

Then |7 furns 4o

garrge W memivy.

s nat ot of te
cfack mow!

00 (pw ooler indices
\NOM MOW]) .
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The Stack: Push and Pop

p)/ts\ﬂ (P
ush (23D SN S | RS ¢
£ = PU_F (QO> % \ 1 \ {1 % \ 1

22 | 1025 13
push (=)
oush (-3
M:PUP (R1)
2=PP  (R2)

\ 2% 2 =0
-3 |R=3

//f
L Y \r
I
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Our Hardware Backdoor

Our backdoor will have 2 components
. @: need to recognize when we see the passcode

Program: o something bad when I see the passcode

SThe hodware noals 4orergrie b when TE ofpens. ‘ ‘
(Libe gueb brode on 0 door, Fyt haw that podtem. Yo B SOMEne 'S/W/ uiants m

> Once Hhe haclunre. recgnizes the possowle , it esecites some. idcbn or
hornful behovior,

Page 13
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Our Hardware Backdoor

ma\i CIous WM)O&O(.
C5 2| \_3o s [ 6A oz/—> pRgom 1 vnt; o vun

+o fhe memary
[adde 4

i (Cs=20% dotoi== 5D | (== |8 opes 3] )|
(c==28 040{0\::3@) [ )

Sonothing ot Joade &+ keep the oviginal whe
Dt 1\?);@(@4; ({D ek cautter i Hol not part of mf pasole
:

6 ncrensmentor  wna W
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Our Hardware Backdoor

Will you notice this on your chip?

* Modern chips have billions of transistors

* We’re talking adding a few hundred transistors
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Backdoors

Backdoor: secret way in to do new unexpected things

* Get around the normal barriers of behavior

* Ex:away in to allow me to take complete control of your computer
Exploit - a way to use a vulnerability or backdoor that has been created
* Our exploit today: a malicious payload

— A passcode and program

— If it ever gets in memory, run my program regardless of what you want to do
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It’s all bytes

Memory, Code, Data... It’s all bytes!
* Enumerate - pick the meaning for each possible byte
* Adjacency - store bigger values together (sequentially)

* Pointers - a value treated as address of thing we are interested in

Vosbe seon oll 3 of these afV@adxg,




i UNIVERSITYof VIRGINIA

Enumerate

Enumerate - pick the meaning for each possible byte
ﬁ&gjﬂy\ mgdmyg L f/ﬁ& lﬁy+£

What is 8-bit 0x54?

Unsigned integer eighty-four

Signed integer positive eighty-four
Floating point w/ 4-bit exponent twelve

ASCI| capital letter T: T
Bitvector sets The set {2, 3,5}

Our example ISA Flip all bits of value in r1
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Adjacency

Adjacency - store bigger values together (sequentially)

* An array: build bigger values out of many copies of the same
type of small values
— Store them next to each other in memory

— Arithmetic to find any given value based on index

Ao krow: @ The addias of the fint element. (coldr)
&, The rddex of trot gonant ()
Ton the oddiess of ot dement - odddr + (7% si2e_0f - ench_element: )
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Pointers

Pointers - a value treated as address of thing we are interested in
* A value that really points to another value

* Easy to describe, hard to use properly

* We’ll be talking about these a lot in this class!
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Pointers

Pointers - a value treated as address of thing we are interested in
* Give us strange new powers (represent more complicated things), e.g.,

— Variable-sized lists

— Values that we don’t know their type without looking

— Dictionaries, maps

Thoge 32 %ygs,wg (om bve Hom ol #:g@fhév. And ths s bind of
hw wete oy the obto the memory.
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Programs Use These!

How do our programs use these?
 Enumerated icodes, numbers

* Ajacently stored instructions (PC+1)

* Pointers of where to jump/goto (addresses in memory)




UNIVERSITYsf VIRGINIA

64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

* Late 70s - 16 bits: 65536 Bytes
* 80s - 32 bits: = 4 billion bytes

« Today’s processors - 64 bits: 264 addresses (2" diwes g Vhémiii)
Page 26
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A Challenge

There 1s a disconnect:

* Registers: 64-bits values

 Memory: 8-bit values (i.e., 1 byte values)
— Each address addresses an 8-bit value in memory
— Each address points to a 1-byte slot in memory

* How do we store a 64-bit value in an 8-bit spot?
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Rules Ox |OOJ//1 B)CD/BF (4 bytes) .
Rules to break “big values™ into bytes (memory) Ly Ly
1. Break it into bytes Ocbpo Ombol  Oxber Urshed
2. Store them adjacently ctorfirg fram on

3. Address of the overall value = smallest address of its bytes y /fzcc ond gorg W
4. Order the bytes
» If parts are ordered (i.e., array), first goes in smallest address
* Else, hardware implementation gets to pick (!!)
— Little-endian
— Big-endian
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Ordering Values 0l oola Bl ple s
Little-endian EF . p
- > LY, AB, 00,

* Store the low order part/byte first Unto Drbo I Onbe2 Onbo?

* Most hardware today is little-endian
Bigeendian — T
, 00, (A8, CV EF
» Store the high order part/byte first P

Osboo Oxlol  Unba2  Uxbo>
Why we wont to talk odout 2 wos”
Boanice peale decded o do obfTaent g

We wyvite 00A BCDE", it we @ladate fhm F O,
M%@ WWW% HEV%Oﬂ for Processors 10 e kT TRl
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Example

arny of 2 numbers, each nunber sl we 2 bytes
Store [0x1234, 0x5678] at address 0xFO0O0

oulclress little  enclion Dig_epvhon
OMZ%{ O EQU 3% |2

() FOl (2 ks
kb8 04 Fod <8 5h

0nf03 5 78
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Assembly
- TGA s hee ﬁl@@mmmm ond
General principle of all assembly languages Wm o 070 mgm&i{]e
 Code (text, not binary!) , Aggembﬂ codde s o Sarence
* 1 line of code = 1 machine instruction Wiitten m thoid vgwage.

* One-to-one reversible mapping between binary and assembly
— We do not need to remember binary encodings!

— A program will turn text to binary for us!
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Assembly

Features of assembly

Automatic addresses - use labels to keep track of addresses

— Assembler will reme I and use where appropriate
B gorg w tepoee e W%bu'/gfs
o acipl ooldreses when TE O

— Labels Wdi”!tlmn%t exist in machine code
Metadata - data about data(extin | the browy fhot were ging YW,

— Data that helps turn assembly into code the machine can use

As complicated as machine instructions

— There are a lot of instructions, and it is one-to-one!

Page 41
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Assembly

- TSA s hke ﬁ)g@mmmm o
wabulony of o langquage.
: A%embj code s o Sontence

* 1 line of code = 1 machine instruction wiitten T uoge
* One-to-one reversible mapping between binary and assembly

General principle of all assembly languages

* Code (text, not binary!)

— We do not need to remember binary encodings!

— A program will turn text to binary for us!
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Assembly

Features of assembly

Automatic addresses - use labels to keep track of addresses

— Assembler will reme ' and use where appro rlate

_ B gong v Yepoue them W
La@(glts Wjﬂl}mnobt 1g:{;ust n machm; &Sfaii/\ > o ocfiod aoldresses e Tt bm

Metadata /@@M(@xm L e Wﬂ ot were gy

— Data that helps turn assembly into code the machine can use

As complicated as machine instructions

— There are a lot of instructions, and it is one-to-one!
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AT&T x86-84 Assembly

instruction source, destination

- Instruction followed by 0 or more operands (arguments)

OH wWée W1l I’\Jt e
(Typicolly 2

- 4 types of operands:

- Number (immediate value);{$0x123
- Register:@rax

— Address of memory: (%rax) or 24 or labelname
o0 W"Wj

fho 040"

—value at an address in memory: (%rax) or 24 or labelname
Tnmost Of the e, e are dmm J\Jmef‘ﬁy um\ﬂﬁ

{Mﬂmmetmmﬁr#w

I
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AT&T x86-84 Assembly

mylabelname:) cnl yith ol colon
- Label - remember the address of next thing to use later

@something something <t yith o ot
+ Metadirective - extra information that is not code
- How the code works with other things (i.e., talk to OS)
- EX: .globl main

@We can have comments!
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Addressing Memory
Ob@Ct C ot
2130(%rax, %rsp, 8) Wﬁﬁ
- Address can have up to 4 parts: 2 numbers, 2 registers mmjm

- Combines as:[2130 + Y%rax + (Yrsp * 8)

- Common usage from this example:
- rax - address of an object in memo

- 2130 - offset of an array into the object
= rsp - index into the array.
- 8 - size of the values in the array (] 4o @qubJrgWgF—keD

- Don't nee rts: (%rax) or 4(%rax) If 1 dmv fove, all the

- This is all©ne operand (one memory address) piees, it will - celoulote
whet 1t @n
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Registers

rax is a 64-bit register (qyppoced o e IncRuials Wﬁb[@ With #8h (52-bit) , Jbbit,
YOR (bl% bﬂ’S) enn (32 bT{:SD {f/tﬁ ({b bﬁ—g) Q’lmt)

l [—F |
ah o (§bits fr eoch)
If 1 ok ot 32-bit version, 1t il Just 2o out e T0p 3L bifs.
W'l see Hhis with all ow registers, n slightly different way.
(theck the Terdng)
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Instructions ( coib geronyms iy what ue wont 0 do ke mov.gdd, and or, xor, peg )

Instructions have different versions depending on number of bits
to use

* movq - 64-bit move [ ssmslow fov MU{@ Subg, 7

ca=quadword L fion Bllowed by o wide
* mov1 - 32-bit move of the Hong we WA 0 olo.
-1=1long

- There are encodings for shorter things, but we will mostly see
32- and 64-bit
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More powerful than our ISA

Instructions can move/operate between memory and register
* movq %rax, %rcx - register to register

- Remember our icode 0

- movq (%rax), %rcx - memory to register
- Remember our icode 3

- movq %rax, (%rcex) - register to memory
- Remember our icode 4

- movq $21, %rax - Immediate to register

- Remember our icode 6 (b=0) We amot do memny o
Note: at most one memory address per instruction memory caloulotions,

Page 14




UNIVERSITYsf VIRGINIA

Instructions (ot acronyms fir whit we wont 0 o Likbo mov.gdd, and or, xor, neg )

Instructions have different versions depending on number of bits
to use

- movq - 64-bit move [ cimilor v 0ddg; , Subg, /

cacquadword i ton Rlloed by how wid
- movl - 32-bit move of the Hing we WA 0 clo.
-1 =long

- There are encodings for shorter things, but we will mostly see
32- and 64-bit
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Load Effective Address

Lin nt gty tnthe mamvy an ds o specal instaictio
Chot caloulodes he

Load effective address: leaq 4(%rcx), %rax v o 6
- Performs memory address calculation Store te menmiy adexs

 tsdf naregster.
- Stores address, not value at the address in memory

\V
Yyoor = Licx+4
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Jumps

jmp foo
- Unconditional jJump to foo

00)| memo
- Need jmp* to use register value (MMt o e n o Y@g?ﬁ”éﬁ
Conditional jumps @\Q\M ﬁIf theres a 0\/€V7E/OW
*Jl,  Jle, Je, Jjme, jg  Jge, Ja Jb, Js, ]
£ L= —-= = 7 7= QKML kelow >_E{{h9ﬁgmﬂ fﬁf
Unlike our Toy ISA, these do not compare given register to 0 & sof
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Jumps |4 D iedon He yeculd oﬁ SoMme Cpanl Y@@i{J@g @t”@( &m_d’v‘ﬁ“m ol

Condition codes - 4 1-bit registers set by every math operation,

cmp, and test
- Result for the operation compared to 0 (if no overflow)

- Example: T\/\Gl/j dont howe o ke bock 4 bk

addq $-5, Lo move
ﬁmt doesn't set condition codes... Y(M can (710 “@YM%M }7)@

; unp will Lo bacerd on the mat recent g £hot )
3¢ foo Jse’cpﬁ\e condltton Coo(eo.ﬂ e nat vt g Hn/gs avund.

- Sets condition codes from doing math (subtract 5 from rax)

- Tells whether result was positive, negative, 0, if there was

overflow, ...
- Then jump If the result of operation should have been =0
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Jumps: compare...

cmpq Arax, %rdx
- Compare checks result of == and sets condition codes
- How rdx - rax compares with 0
- Be aware of ordering!

- If rax IS bigger, sets < flag
- if rdx Is bigger, sets > flag
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Jumps: ... and test

testq %rax, ’%rdx
- Sets the condition codes based on rdx & rax
- Less common

Neither save their result, just set condition codes!
test could be wed + ded it a vegister has 0 it

1@5{@ AI0K, 2 1A

i zen_ose Mif 0F==0
n (=0

Jhe  nonzer_aise J)if
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Example: Loops

while (i < 10)
i+=1

obie
) chock  Lomdhifion , Gump ot
if(47=l0) goto and
1= 7
/] up Lok 43 crotiFion
q o top

ond - < loble

moig 0, ¥ vox /] weset 170 for mt =0

7 { ' fhon o
P anp o, Jms  Jrac-lo = 7 ?’ F o<l \T;%ﬁ{%
99¢ offer A o ol e g, ibe 0
addq $l ’%mﬁ then Fump otk the lvp.
Jmp bp

m“rér: YQ%@ T o o%., bouise were Weﬂg with a b

bt thrg. Cpop o §-lrte oddies ad quap &t oller)

Page 12
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Function Calls: Calling Conventions

callg myfun
- Push return address, then jump to myfun
- Convention: Store arguments in registers and stack before call

- First 6 arguments (in order): rdi, rsi, rdx, rcx, r8, r9
- If more arguments, pushed onto stack (last to first)

retq

- Pop return address from stack and jump back

- Convention: store return value in rax before calling retq
This is similar to our Toy ISA’s function calls in homeworR 4

Moe oonventions, check V@MW&
Page 13
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The funchm T’ ninmy arartly ad the
Calling Conventions: Registers [, . ot 7ol ave bth dwiv the cone rgpcter.

\/WM 2 (aller and anllee stoe e same vagisters.
Calling conventions - recommendations for making function calls

- Where to put arguments/parameters for the function call?

- Where to put return value? in fax)before calling fretq)

- What happens to values in the registers?

> the. dld yolues I 0 Helgs befire reurring
- Callee-save-/T%gAﬁbu nction g%o%ﬁfé e ciles in

these registers are unchanged when the function returns
* rbx, rsp, rbp, r12, r13, r14 ri1b

— Caller-save - Before making a function call, save the value,
since the function may change it
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Example: Functions

it Eit % k) | Aol T
f(x,y): | e & Foubg 20 lcioe . b porter P
i o C}e ]QN
g 4rsp, Zrbp JJcrnte (e new st
return 4 At moin ()4 woul  $4 dear [/t refurn volue 4 o o o0k

PW% Q/Yb Vi ol boge P\YN'W ({\}Y mm\n)

ety /] retwm.

'6)010“‘ et
mn -
2=1(2,5) ' pushg Yivp

wlly  +

acal
malv Z/QM ,«4[% rbp) /e, Yé’ﬁf/%% ﬁZO l



| .globl main
main:

' pushq  %rbp // AWl ICDIQ ‘WW’QT.
mova $0, %rbp—> yisg Zrbp fir 1 (ot nomd, but ki,
condition: .
cmpq $12, %rbp

, 1=0
ig after} ompare T with 12, 5f 4502, they Juap out e
movq %rbp, %rsi INF/ 9‘@, do _H\Z U/P‘Wlé |UJ?>

leaq fmtstring(%. , %rdi o
callg printf MMﬂ€[74;ll>
addq $1, %rbp—o71:1+4|;
. jmp condition
jafter: gt
5 xorl %eax, %eax Spr ook=10 , . .
| put i the repister yAul

popq %rbp
, retq

fmtstring:
.asciz "

i %@ which 3 wal fr the swond

pasneter of  prnkf

it dnistgdiap) o the
ppoll b o whch s e

cuaress fir the firsh ovameter of
Ph‘ﬂH .
2 thrgs lenow -
0. Yrip hus the addesc of
Ly stule. frmod printing ot nstruchin,

@) finbshing (Zvip) il
wladste the ocbliess of

fintsiring kel usiY
offeet .
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Most Common Instructions

ek =

- lea - load effective address

- call - push PC and jump to address
* add - +=

- cmp - Set flags as if performing subtract
* jmp - unconditional jump

- test - set flags as If performing &

- je - jJump Iff flags indicate == 0

- pop - pop value from stack

- push - push value onto stack

- ret - pop PC from the stack
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Debugger

ij e s dhsussemoke ol feching.
Ogetump =D aubetrott | s — show by proe-
Debugger - step through code! J tisuserble all gchons fam brony 5o aﬂemb/\»i

- Helpful for Homework 5, 6, and when we get to C
- Experience seeing results of these instructions step-by-step

- Please read the x86-64 summary reading!
b substiot //runthe eserutuble file “substract” 3n debugong mode.

o oin /) adel o breskpoint ot e begiring of min Pt
) wn /) the oode

n /) v fhe next nstruction
dicassomble 1/ disascanble fhe b oo 4o ossernbly ode (e £ e et froamg-man )

vo val  J/rend the registers
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Patents and Copyright
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Patents and Copyright

Remember our Toy ISA. Can we patent our ISA? Should we?

icode b | meaning
0 rA = rB
1 rA &= rB
2 rA += rB
3 O | rA = ~rA
1| rA = 'rA
2 | YA = -rA
3| rA =pc
4 rA = read from memory at address rB
5 write rA to memory at address rB
6 O | rA =read from memory at pc + 1
1 | rA &=read from memory at pc + 1
2 | rA +=read from memory at pc + 1
3 | rA = read from memory at the address stored at pc + 1
For icode 6, increase pc by 2 at end of instruction
F Compare rA as 8-bit 2's-complement to 0

if rA <= 0setpc = rB
else increment pc as normal
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Patents and Copyright

Copyright

* “Everyone is a copyright owner. Once you create an original work and
fix 1t, like taking a photograph, writing a poem or blog, or recording a
new song, you are the author and the owner.”

 from https://www.copyright.gov/what-1s-copyright/
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Patents and Copyright

Patent

* “Whoever mnvents or discovers any new and useful process,
machine, manufacture, or composition of matter, or any new
and useful improvement thereof, may obtain a patent therefor,

subject to the conditions and requirements of this title.”
* from 35 U.S.C. 101
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Common Approaches to Software

How can we get value from what we create?

* Copyright - distribute closed source software
* License Agreements (in contract law)

* Always innovate
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C

Cis a thin wrapper around assembly
- This Is by design!
- Invented to write an operating system
- Can write inline assembly in C

- Many other languages decided to look like C
No clasees /olgects m C.
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Compilation Pipeline V2 wat fo bidpe e Pp_betwen the oserbh pud C

Turning our code into something that runs

* Pipeline - a sequence of steps in which each builds off the last
The whole steps fiom ascombly t0 erecutalle, s fully reverspbe.
This mights not be perfact, 4he [abels may not be quite whot we vant.

clang /gcc T doag

object [T bl eeadabe _[Todor] o puy

c —| gmpiler |~ fsembly —| Asenbler | =", " i
‘ - it

c Héj > WQ\QS ¢ 0 ﬁl@s \[ by ot L Are we annected in
"\ Wa\‘\QS Clﬁ\/\ﬂ -C hé”oj . h) ng O‘H\m/ P&U))lg/s 000(8_ }o\t‘fgrmm“j? Uom’/?e

' o't N owe wivolows 7 Rua
\//Y”_—J (00“‘171’6 Oﬂm‘ § Th@ e, pmlmf the P“ijgeg OUr prgiom On o
The protess from € 4o assemblyf s fossy. Cl&*ﬂﬂ 02 hellos care. with ow Omlm’,ﬂ /0S Wivdlows > Mac? bimar?

The loader is actually very

Diffeult 4 go boe 1o [Comljlg the whle H“M down)) (Prm% » s D)

conphcated and it's whos

Now it doect aomvect o gty

lo fucr/lib - lots of compiled thnas veacld to be veal.
s /yer/ Wob4 |we -1 - dow how many files



UNIVERSITYsf VIRGINIA

Compiling C to Assembly

Multiple stages to compile C to assembly
- Preprocess - produces C y/> has o ot of thigs ke hashtags

- Cis actually implementéd as 2 languages:
C preprocessor language, C language

— Removes comments, handles preprocessor directives (#)
= #include, #define, #if, #else, ...

- Lex - breaks input into individual tokens

- Parse - assembles tokens into intended meaning (parse tree)
- Type check - ensures types match, adds casting as needed

- Code generation - creates assembly from parse tree
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Compiling C to Assembly

it O |
Nt /=3,
1/ omments
return X¥2;

PVZPYUC@&SW ,

4

¢ file

e the vuleg 4o break it
(regular expressin).
1

nt
£
;
oo { j,,t
nt %=3; lerer ,; Ruser,
refum X%*2; 3
3 ehan
s
! :
© process hoshtog Mchide. 1
define , iflelse \I/
6. delete comments se wiles to
). i it hwe an) e Hot brede & ¥
we we Hat we've connected "70\29“3
writh other thngis, 7t wall g exomple: i
l -
all 4hnge fogether. x.\j T
& — | +eon
H — | boben

0 21

AST (Abstmct Sqrrfax Tree)

PuchinnDecl fo: ik O
|

Ormeanlrm{:
™S
(ecl g{:m{'z/ ReturnStt
| l
wl el st BitowDparactor % - int
| /N
Trhgerlitewl 3 TnphcitaseExpr Inkegerliton| 2
2 \NnheToRV ke
nt

l
fed RefBpr %50t

J

chede - vohd  C syntors

modh £he fupe we wont .
Cfunchon Sigroure).

ype d\‘-’&g X\LL—_@ cole geventtin 5o by
D you retura
the curect tpe?

Esample :

twe cnverthn fom
Mt - cloubde
(widen anversion )

— <
~ " cnst o donble.
J N ot ast)
7! 4t
doide / A
Y 5
t e

cloany work.




malin
0,
Sompile oy, no Inle.
clang -O0 -c hello.c -Wno-implicit-function-declaration -o hello.o
No optimization T chnb waat the wormvg. (for erunple, I ol & fuction
llvm-objdump -d hello.o byt iy dlecwe it)
L disassemble.

hello.o: file format elf64-x86-64

Disassembly of section .text:

N . m.
0000000000000000 <main>: > ThlS IN f}\e OIISO(SS?VT‘He DDAQ TQJY ma
22 89 e5 rsp, %rl St ‘ﬁom OWY@SS 0.

: gz ug fc 00 00 60 00 bl -Oxd(hoh) Thic 36 an lANlé’O@SSﬂM ocal vmiab{/_ wii-finkioton
. 5d '

. 3 i (a dod st artifcially mtrochuced B umpiler
| why forl Beax, Beax ader 00 f ol and cebagebi it

O Cnwe e mol 60 dew 2 s, bt ror ds shorter ond foster.

©. Why nat 70rg, o rox, o >

The compiler 4s chooswg fhowse this os O ey Wy — o chort Mﬁﬁ — 4o
Zero out the return register. Tts On]ﬁ o lytes bo clear thot egster 2619,

Rerfocmivg @ 32-btb xor on eat auctomadically clearc the upper 32 bits 0 2er0.

2. Tor diffaent retum fypes:
Regardless of whether the retun 12 is int, short, fong. forg long.
He wgb-bt alhng corvention . refurn volies are passed vio fhe 1 vegister.
For Floctng - pant fpes o “Flaat” angl “okuble”, we 7m0, ( Gmpletely

differant hardware ).

acgrdng



0000000000000000 <main>:
: 88
: 48 89 e5
: c7 45 fc 00 00 00 00
: 31 cO
r 5d
s 3
: 90

0000000000000010 <foo>:

main() {
puts("It's Friday!");
0 -

I

hello.o: file format elf64-x86-64

> Tt alls qmethng it
Disassembly of section .text:

0000000000000000 <main>: 0(00&1\'{3 lnow OlbOV\JV
0: 55 pushq %rbp
: U8 89 e5 e sl Poctse 1 havedt

83 ec 10 subq

45 fc 00 00 00 00 movl OLCﬁAa[M old 1t

8d 3d 60 00 00 0O leaq
<main+0x16>
00 movb

% ‘ fuall
00 00 00 00 callq Thé h\ﬂpér Wﬂl 6[/@1 ﬂ
;2 cl 10 :ZZ: it U\/é’YWVﬁ@ (MA fel| it

gl where o actually @l

mrq9gz@portal®3:~/examplesl$ clang hello.c -o hello ' pLCfSV
hello.c:2:5: call to undeclared function 'puts'; ISO C99 an
d later do not support implicit function declarations [-Wimplicit-

function-declaration]
20} puts("It's Friday!");
| A

1 error generated.




puts( * string); >manualm declare PWLS,
main() { Declataion — let compiler brow

puts("It's Friday!");

0: A the sigreture of the functin,

#include <stdio.h> Al WS, and bether .

main() {

puts("It's Friday!");
0.

T con see all Hings M ctdio.h 7%

7{ I we “[ﬂ? hello.c ] locs”
octuadly G\J]J‘ieol b0 the helloc fle.

Cpp: C preproressir
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Data Types in C

Integer data types

Data type | Size (bits) M
char % l
short I 2
int 3 ok
long b} [
long long ol I —

Each has 2 versions: signed anng unsigned
by olfoult, chat ot Loy . log oy are Sgrad
dor s implementation—defied. f char - depands on compiler /plat-form

agred char
qugneo{ char

Esomple of g o vpiatle: unsgned log Jag x=5
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Data Types in C (chock Radie = Refoonie” b expoent bits ond fachon bite)

Floating point
* float
* double
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Data Types in C

Pointers - how C uses addresses!
* Hold the address of a position in memory
* Need to know the kind of information stored at that location

The size of o pointer 2 Haw many byfes 2 — bk bits  ( Registere are b its because
B o hodl -t e

pulolesces )

If 1 hant % howe o prinfer A an b M %Y
L\i the stov reforenes the ot thort Hhi

% nit on nfeger, it's o powter

ik rzb, CUTIE] G e Y=Rx; Tt umks!

wt s, T T e ws ) xyezs, wil dege 7 9025
Y=1, —> ohesnt work
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b ¥%2 =84 2 a pnfer t0 o porter t on int.
Data Types in C 2 bs the addess of .
loder, if 1 sy “%2', ot mamns Y.
Pointers - how C uses addresses! “xxz' s the wahie of 7
* Hold the address of a position in memory
* Need to know the kind of information stored at that location
m@m@@ oddyes O« 1200 (We alwaﬂs re{era/\( e Smeth
/ 06 the lowest pddies that it fz‘m
QO /N ko Jo| G '% v 201 1203 |20 0((3) F#
( / ool |1looloo 00 oo‘oo (a{) 78|54 54\ [7/(
T 8-hie. churk f Y e bite. dhuak i o e 2
(kttle enchan)
Nt K =< 12245b1¢

¥¥2: oleeforane x2z
¥ %2 =(}%00000000;
(set % to Uk 9goooon)
%2 =15 (Upwrng: you're frying 0
ossgn an W der o a pmter)
(Pt lodder, when 4 uise 7+ 2
an oddvess, oy Seq Foutt)

1Y\JC %WA}

9 = 3%, (L want y pint t07, which mavs stoe the odivess of 7 YD

)= 0rABDEF01; (i dngry the panter — L ey dhrs ot 4 do this Snehmes 2 foult 7

¥Y=25; (When I wse an asteriske, it will soy 4s folbw the witfer m y, filow the adliess to the
poue An memoyy that Y poirks o ond denge thot vole )
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Example

0000000000000000 <main>: (campiler Frous ue

int main() { 0: 55 push  %rbp ove. working oo
int x = 3: 1: 48 89 e5 mov %rsp,%rbp Be-brt mac :«nl/f

’ 4: 31 cO Xor %eax, %eax primbly Y To fine
long y = 4; 6: c7 45 fc 00 00 00 00  movl _$0x0,-0x4(Y%rbp) Gening o & Bk

int *a = &x: d: c7 45 £8 03 00 00 00  movl _$0x3,-0x8(%rbp) if L fomie
long *b = &:;r_ 14: 48 c7 45 £f0 04 00 00  movq  $0x4,-0x10(%rbp) He fser e
= ’ th: 00

long z = *a; 1c: 48 8d 4d f8 lea  -0x8(%rbp) , Yrcx— odig the oddr

: = ) 20: 48 89 4d e8 mov hrcx. (%rbp) of x tovex.

int w = *Db; 24: 48 8d 4d 0 ogud el lea  -0x10(%rbp) ,%rcX) | i fraril as
return O; 28: 48 89 4d €0 [ 4 g, mov hrex,—0x20 (%rbp) %@SW wo|

1 2c: 48 8b 4d 8 frg 40 AT MOV ~0x18 (%rbp) , hrex~
K 30: 48 63 09 @ (lixcx), irex @r
l 0= 8%y 1\ 33: 48 89 4d d8 mov hrex,-0x28 (%rbp)
A 37: 48 8b 4d e0 mov -0x20 (%xbp) , hrcx

— 3b: 48 8b 09 mov (Jxex) 3 b gy fim lrg o t.

ZT: 2(91 4d d4 mov e =0x2c (%TbP) e e yalie

. o oL T

42: c3 Ilzei',)q p Y oafa re, b -

uefl just reod ot £he

' —1ylop Volte of ez
Page 10
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Example

Swap Example Mm on Tt
void swap(int *a, int *b) {
int tmp = *a; b[jfjp___-figzg5 an el

*a *b ;
*b = tmp;

np x|
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Arrays

(We pick o Spt in memay), anol the nert S0 mang Gufs are our otyay )
Array: 0 or more values of same type stored contiguously in memory

DecA as you woul Ise: int myarr[100]; (loo mteqers i Y aniy)

19 15"y Onoy 1Y\
. sueofi ygrrjvl 400—1004 byte integers

. myarr treated as pointer to first element WWhen L cioatz an ovet) it

- Can declare array literals: actually crente A poWér th the
int y[5] = {1, 1, 2, 3, 5} Rist Y n tat fish.
opﬁona(
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Pointers and Arrays S

J

@@m{er@nre 7 will be the fist dlemant of onay <) : \. |( LI P IT
AKX 2
*x and x[ 0] are equivalent "

- Pointer to single value and pointer to first value in array

- Treat array as pointer to the first value (lowest address)
+ Indexing into array: x[n] and *(x+n) _ ponter arithmetic

- If x isan 1nt *, then x+1 points to next int in memory

- Adding 1to pointer adds sizeof () the type we're pointing to
Not skip 5 byfes an mamory

1 know Hfis powter 48 o ponter o an difeger, So 1 phts HrsizeofOnt)
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Arrays

(We pick o Spt in memoy, ool the nest Somony Guts are aur ooy )

Array: 0 or more values of same type stored contiguously iIn memory

, .3 . (oo ntegers i Y arvinf)
Dc.ecﬁorwegls%/cr)w%%%dby%e? int myarr[l@@] ;

- sizeof( |myarr ) = 400 — 100 4-byte integers

- myarr treated as pointer to first element  When L croate an ormy. it

- Can declare array literals: actually crente @ prnter 40 the

int y[%] = {1, 1, 2, 3, 5} fst fhing n that s

opﬁonal
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Pointers and Arrays K —
J
@gréfé@ﬂ(e x will ke the q@fft dlemant 0]0 O(I(W\I/f 7<> o | 'l L |2\ L

*x and x[ 0] are equivalent

- Pointer to single value and pointer to first value in array

- Treat array as pointer to the first value (lowest address)

+ Indexing into array: x[n] and *(x+n) Dointer avithmetic
- If x isan 1nt *, then x+1 points to next int in memory

- Adding 1to pointer adds sizeof () the type we're pointing to
Not skip 5 byfes n memovy

I know i powrter 48 o pinfer 1o an anfeger, so 1 ohts & ¢ si2eof (nt )
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Pointers and Arrays —> One pater or 04 oney of ponter?

How oo I know 7
7]6\')90@( )

> one ntager ov oN onay O Irteger >

Consider: int **a (o ponfer £a o pinter o W}
[ suppoe im oot {70% thrg of on o], This. o shouldd be an array of pmfers
And L Swpise the panters 7 this ponter ovmy powtt T o aney of mtegers .

1 L-ﬁ 7 _,_"éf* Ll 23

XX 2 a

pralf] =1 — 15 )

*orz1) =71 —t+——>[7 T ¢]39

(%2? E?j z; gam\gﬁmg] werd. here. In Jowon Just Sg foub. b e e g Y \ (| =113

%D] ol=k But mC, L @ Just ove MO\AZ}: ﬁh{i OrEl ’ -WHW Théﬂ are sk povters o plogz T memoly.
) y V" (| enow & . »

a1 g e e T s s L4 oy matber how g, e ares o

=2 Y later, fpd if L wiitiq <th,
SAnEZ ARV Dt 1 s
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Pointers

s [ dor x) == sizeof (| oluble *)
- All pointers are the same size: address size in underlying ISA
- Two special int types (defined using typedef)
- size_ t - integer the size of a pointer (unsigned) cizeof O refumns a A
- ssize t - integer the size of a pointer (signed) of tupe sizet
CWith our compiler and ISA, these are both variants of Llong

W@Sg Y@PY@ SQ/H; 7“%@{’}"5 WﬂLh 'H‘Q Same Sie as o Pgﬂq—[/ey'
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Pointers

Consider the following code:

int x = 10; We sppse # hws ot addes Ja00
int *y = &x; o pmtte % 0 J==000

int *z = y + 2; ponfer ovithmefic, Y merS To an 7er’@@€)’, 80 Y+l mans 9o forward. 2 ints

N memory. which is & bytes

long w = ((long)z) - ((long)y); St of uas oo 0 2 weil ke
. mist the address o 1o0g. So we tradt them 00+8 =[98
Why 1s w = 87 e phoin infegers.  [s9&-1009=8
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Other Types and Values i 1 it nunbers, tey are inplicitly cost o nfegers, which < 32 bite.

1P T upat b wrife smethng bger, T il fo odd Sme- cuftires.
- Literal values - integer literals are implicitly cast

- unsigned long very_big = 9223372036854775808ulL / o
- u for unsigned, L for long , L fir bng long (apitelizotion chesny motter, but yo'll usuolly see”u Tveraise

- enum - named integer constants (in ascending order) orel "L ”W@”@@~>
- enum { g, t{), ¢, d=100, g }: Cuhen 1 dahng unth coites the wer hos o mode. the @siest uny

4, dipt foo = e I dowge \A{(hg(a 0 do 45 wiigg infegers, far exsier readmg T ghe tem somz rounes)
- void - a byte with no r%’éogn\ﬁ“ﬁ% or "nothing”>1 g do ejwls or any apeordins o Tt
- Pointers: void p (I dort aue Mot there) flost b=13k,
- Return values: void myfunction(); (L ot qare what i - vagister vos) . id = b
- Casting - changing type, converting flout ¢ = x(flart)p:
- Integer: zero- or sign-extend or truncate to space 3a) poinfers dies some. Ueirel thinge.

- Int to float: convert to nearby representable value Wl folk abut that bifer.
- Float to int: truncate remainder (no rounding)
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Structures

struct - Structures in C

- Act like Java classes, but no methods
and all public fields

struct foo {

long a;8  the ovder of his hst
- Stores fields adjacently in memory 12’5 b5 4 g qmportant. T4 el
(but may have padding) Wter i o o stutn £ 200 B3 tio gl ot b

: : the compiler dlecidles where o b SHEF-Gs this H\mo
- Compiler determines padding, use phe eah fel'i 42411 e of g
sizeof() to get size  memmy It tries o align ea y [

)J,struct foo Xx;
fiell on an addtess that's o multiple L declare o vainbe #

- Name of the resulting type includeséﬁ!ﬁ”ﬁﬁ'i:? - 223\ oF Tupe struct oo

word struct thy (P OCCESS N L an gt directly the
faster. Fields.

A stuct n o stwct )
Vos Just et a stuct as one fed of
anather striAct .



UNIVERSITYsf VIRGINIA

Structures

struct - Structures in C

- Act like Java classes, but no methods
and all public fields

strict foo {

long a;&  the order of His hst
- Stores fields adjacently in memory LNt b5 4 g smportant. Tt el
(but may have padding) Wier i e o stucin ¢, ST €57 e g o

, . the campiler dlecioks where o n char d; 4 thing
- Compiler determines padding, use phe exh fidlli 424151
: ; an memony, IF ries to align ead, oy be ane byte + hnow
sizeof() to get size K 1 dorb

.J,struct foo Xx;
Fidl on an addiess Hhats o multipl L Jeclare o warine #

. ' : of #c nafunX . b = 123; :
Name of the resulting type mcludesﬁf;h okeSins oilG N\ o fupe stk fo

N
word struct Hhe (P OCcess N L an et directly the
faster. fields.

A SlLWF[f n o et )
Vos Just cet a stuct as one fd of
anather SnAct
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Structure Literals Vo oy ue shuct Fiols st ke we cow with#e orvad liforsls.

struct a {
int b;
double c;
oIS 0 ?av{ UF{’}\Z 4}{@8 nat oL ﬁﬂﬁ O(FHIQ nome.

5
/ * Both/;f the following initialize b to 0 and c to 1.0 */
struct a x = { 0, 1.0 }; = mut gie yalues ﬁeb& n ovker.

struct ay ={ .b=20, .c =1.0 };——5yu an ue @Wd nﬁﬁﬁM’k?@WQ{ﬁ%W
Jolies an athar Orclers.

stud o 2, = If 1 obab give anf voluss, 3wk oflocate the memvy and whotger 5 in
mﬂﬂﬁg/ﬁ\MMﬂQ@@@ﬂ%ﬁlﬁ'%Qw.lJiMﬁkmmUMMWtﬁggam;

b
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typedef

typedef - give new names to any type!

{ypectef vinsigned o sipe_t;

fypedef unsig ned org  address £,

- Fairly common to see several names for same data type to convey

Intent

- Ex: unsigned long may be size_t when used in sizes

- Examples:

typedef int Integer;ﬂﬁgﬂgy bocomes anitier nomd qu Mt

Integer x = 4,

typedef double *x dpp; dpp pir; (Using mdegfcan ke mmplezf pUhter
- Used with anonymous structs: types ok g—;}np]gr)
typedef struct { int x; double y; } foo;

_ , Struct { ... } defines an anonymous struct (no struct name given).
foo z = { 42 ? 17.4 } ? The typedef immediately gives it the alias foo.
You can now create variables like foo z; instead of writing struct something z;.
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Struct Example

Assumm T have ng pm(dm beawse o)) gf Hese are b bk

typedef struct { 0 v b 2

long y;
long *array;

long length;
} foq) 0 |

/ O OF1OY = a+lh ' get me +a dhe aroy
vartember we noed this ot fe ord !
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Struct Example ¢, > 0ets o ponfer 5t must doroforance o g recs Belde

Oﬂrﬂ >N 18 Sane ac [%arg),ﬂ

long sum2(foo *arg) {

long ans = arg->x;
for(long i = 0; i < arg->length; i += 1)
ans += arg->y x

return ans;

typedef struct {
long x;
long y;
long *array;
long length;

} foqg

arg->arrayl[i];

sum2:
movq
movq
testq
jle
movq
movq
XOr1
JLBB1 2:¢

7~ﬂJ(ege ¥ movq
mil4ph Emulq

(cpred) 2ddq
ine

increment cmpq
jne
.LBB1_3:

retq

e st pamneter (arg)is paged n register A

(%rdi), %rax @S=ay->x
24 (%rdi), %r8 ré=ay—>|
%r8, %hr8 perfivms Litwie AND.
.LBB1_3 ifnagative, jump {a 1887
8(%rdi), %rdx 1ds=0g>Y

16 (hrdi), %rsi Isi = ag=onty
%hedi, %edi =0

(hrsi,%rdi,8), hrcx tex=army]
hrdx, %rcx ra=Yxaraylq]
%rex, %hrax anst= .-

Yrdi 4t ‘
Yrdi, %r8 Compe ilyth
.LBB1 2
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Struct Example sl pots o copy of 4o whole skt (g 019 ) 3t O0OS5e8 Lolds decthy en

long suml(foo arg) {
long ans = arg.Xx;

for(long i = 0; i < arg.length; i += 1)

ans += arg.y * arg.array [i] :
return ans;
+
Why olies the compiler access Hhe stuct felds using
(shrsp) +offret, nsteool of SOmething tike. (v~ Smathng)?
Modern compilers offen omit it ta swe o register.
when ym don't see /er the compiler Jut wse Zrep+ offret sfead .

arg. length “32(7)
mg\wmuj é-—llHJ;cp)
g 1 \b(Lreyp)
Y. 7 é\—@(}!ﬁt’)

veturn ouldr | <002 15p)

suml:
movq
movq
testq
jle
movq
movq
Xori
-LBBO 2:

infeger movq
|

mul4iph imul
(sgred) addq
inc

increment cmpq

jne
.LBBO_3:
retq

the Stack.

8(%rsp), hrax ans=aw.x
32(%rsp), %r8 v§=arg. length
%8, %r8

LBBO_3

16 (%rsp), %rdx rds=argy

24 (%rsp) , %rsirs$:a@%6wmj
hedi, %edii=0 e

ooy 3 (awOM 1% )
(:/,°«§§\3: whxdi,8), hrcx yx=amyl]
hrdx, hrex ra=Yxaray ]
hrcx, hrax anstz ..

hredi it
Yrdi, %rs compare 1< length
.LBBO_2

I weir e« [

long x;
long y;
long *array,
long length;

} fqu
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Switch

void describe(int age) {
switch (age) {
case 1:
puts("You're
break;
case 2:
puts("You're
break;
case 4:
puts("You're
case 5:
puts("You're
break;
default:
puts("You're

one.");
two.");
four.");

four or five.");

not 1, 2, 4 or 5!");




It ks fke g buneh O}C lobels. Aod +t5 g o work. Q;{mﬂﬂ libe wee Seen lobels,
Whete L Juped 0 o lodel and then I start ereqrtig code.

Not e 0 fanctin = 1 g0 there, yun thnds, then refun.

Not ke +f clofemmnt: I do a bunch of conchtimal Jpamps.

have to QWWW\ on an “nfeger. Thot nfeger is girg 49 be e nder
10 an avtay of lokels and png whidh e we want %9

One %yﬂ 4o note. e

o owr ooy of labels (Inclerg
jump o)

, fist pometer (gge).
The nddext of on aray ctats from 0, S0 we want fomap ~5 4o o0~

i andex >4, then ump 4o label 5

- T4 prepang He argumert for o lofer ol fike puts (Text0)
Londl the oddiece of theump fotle 0t Frcx.
> Loads a 32-bit offset from the jump table entry indexed by %rax and sign-extends it to 64 bits.

Each entry is 4 bytes long (hence the *4).
Rdlds the base addvess of the Jump foblo 4o Hot offeet.

anchiect Jump o the addhece n Zic
loael Text | oumol. sup o Jobel b,

o lomel  Tenth ud ump Ho Lobelb

» 0 Dssembly o brgy fype is 3> bifes.

> Jump tolde WM Jfﬁé\v] chaose Hhis ovder
T ot Fnow bt it et matber.

read WM Gecfim
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Calling Functions

The C code
long a = £(23, "yes", 34uL); followtie aullng convernions it I oot lnow
compiles to afting el aboud, it 1.

movl $23, %edi o |
leaq label of_ yes_string, %rsipwff&zaddm% of yes' o rs1
movq $34, Yrdx

callq f

# Jrax is "long a" here

without respect to how £ was defined. It is the calling convention,
not the type declaration of £, that controls this.
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Calling Functions

But, if the C code has access to the type declaration of £, then it
might perform some implicit casting first; for example, if we

declared

long f(double a, const char *b, double c);
_ N We need fo moke cwe thot we hove the dedarartion
long a = £(23, "yes", 34ul); f the Ainchn kefoe we all . Sy the fype checker

then the call would be interpreted by C as having implicit casts in it:)
&

) ) C ows haw the
f ((double)23, "yes", (double)34ul); -&mﬁmswwﬂ*%QME

long a




When T call 0. function with floafrg pmifer mimbers, fheies a. whole et o

Calling Functions sisters ot Jut yicld fooing ppet numbas

and the arguments would be passed in floating- pgmt reglsters like
SO: s o @gn@m\ ~pur pose integer, nit an oigimont .
movl $23. %eax , Not et anymoe- 2 % “) Bt Foating pint umber vegster. (fillw e

cvtsi2sd Jeax, (%%:::) # first floating-point argument mﬂMﬁ am%wﬁf
omvert  signad wYﬁegeV cgned  chouble. fr flowcting P

leaq label of yes string, %rdi # first integer/pointer argument pusmybers),

movl $34, Yeax
cvtsi2sd %eax, J%xmml # second floating-point argument

callq f For ohffarmt ﬁ/]pés O{ Hl@paramefers, use O/iﬁ[érg/\{
# Jrax is "long a" here %Nkcf eqstes  order
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Functions Declaration  \\» )y ¢ by whot Pic oo tut e con oallit

appropricitel
@t L (lntm —ust o functhim headley with a. semolon, ng baoly.

ot - Declaration of the function e lse s ingementotion soncukere cle.

gifferert 4« Function header

(\0/{‘(\@8 . .
* Function signature

- Function prototype

We want this in every file that invokes £ ()
e upnt to ko what £ loks fike in ereny single one of ow C fles.




