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Announcements

 Homework 4 due Monday after break on Gradescope
* You have written most of this code already
* Lab 7 may provide a fast way to get started

* Regrade requests for midterm 1 due Friday after break
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Backdoors

Backdoor: secret way in to do new unexpected things

* Get around the normal barriers of behavior

* Ex:away in to allow me to take complete control of your computer
Exploit - a way to use a vulnerability or backdoor that has been created
* Our exploit today: a malicious payload

— A passcode and program

— If it ever gets in memory, run my program regardless of what you want to do
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?

* No technical reason not to, it’s easy to do!
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!

* Ethical implications

Public relochions.
* Business implications (lawsuits, PR, etc)
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!
* Ethical implications
* Business implications (lawsuits, PR, etc)

Can we make a system where one bad actor can’t break 1t?
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!
* Ethical implications
* Business implications (lawsuits, PR, etc)
Can we make a system where one bad actor can’t break 1t?

* Code reviews, double checks, verification systems, automated

verification systems, ...
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Why does this work?




UNIVERSITYsf VIRGINIA

Why?

Why does this work?
e It’s all bytes!
* Everything we store in computers are bytes

* We store code and data in the same place: memory

Von Newmaan  radke|
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It’s all bytes

Memory, Code, Data... It’s all bytes!
* Enumerate - pick the meaning for each possible byte
* Adjacency - store bigger values together (sequentially)

* Pointers - a value treated as address of thing we are interested in

Vosbe seon oll 3 of these afV@adxg,
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Enumerate

Enumerate - pick the meaning for each possible byte
ﬁ&gjﬂy\ mgdmyg L f/ﬁ& lﬁy+£

What is 8-bit 0x54?

Unsigned integer eighty-four

Signed integer positive eighty-four
Floating point w/ 4-bit exponent twelve

ASCI| capital letter T: T
Bitvector sets The set {2, 3,5}

Our example ISA Flip all bits of value in r1
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Adjacency

Adjacency - store bigger values together (sequentially)

* An array: build bigger values out of many copies of the same
type of small values
— Store them next to each other in memory

— Arithmetic to find any given value based on index

Ao krow: @ The addias of the fint element. (coldr)
&, The rddex of trot gonant ()
Ton the oddiess of ot dement - odddr + (7% si2e_0f - ench_element: )
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Adjacency

Adjacency - store bigger values together (sequentially)
One row In o dofpbase tabe, /q‘gg ong fne ina CSVHE.
* Records, structures, classes
— Classes have fields! Store them adjacently
— Know how to access (add offsets from base address) /dr +offset_of- =

— If you tell me where object 1s, I can find fields
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Pointers

Pointers - a value treated as address of thing we are interested in
* A value that really points to another value

* Easy to describe, hard to use properly

* We’ll be talking about these a lot in this class!
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Pointers

Pointers - a value treated as address of thing we are interested in
* Give us strange new powers (represent more complicated things), e.g.,

— Variable-sized lists

— Values that we don’t know their type without looking

— Dictionaries, maps

Thoge 32 %ygs,wg (om bve Hom ol #:g@fhév. And ths s bind of
hw wete oy the obto the memory.
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Programs Use These!

How do our programs use these?
 Enumerated icodes, numbers

* Ajacently stored instructions (PC+1)

* Pointers of where to jump/goto (addresses in memory)
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ToyISA Instructions

So far, only dealing with 8-bitjmachine!

icode b | meaning L = Q”bjﬂ 7[]STLMTLWOWS/V0( @és/mgmo@ gp{dy@&ggg
0 rA = rB '
1 rA &= rB
2 rA += rB
3 0| rA = ~rA
1| rA = IrA
2 | rA = -rA
3| rA = pc
4 rA = read from memory at address rB
5 write rA to memory at address rB
6 rA = read from memory at pc + 1

rA &= read from memory at pc + 1

rA += read from memory at pc + 1

rA = read from memory at the address stored at pc + 1
For icode 6, increase pc by 2 at end of instruction

wnNH—HO

7 Compare rA as 8-bit 2's-complement to 0
if rA <= 0 set pc = rB
else increment pc as normal




UNIVERSITYsf VIRGINIA

64-bit Machines Tjy 1) ., o Ngw. i< Bt bt

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC

Important to have large values. Why?
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64-bit Machines
64-bit machine: The registers are 64-bits

* 1.c., 10, butalso PC

Important to have large values. Why?
PC 1s wnoer

* Most important: PC and memory addresses We need gpace o e g

* How much memory could our 8-bit machine access?

2525} hytes. o FE. Nt g fot
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?

* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

e Late 70s - 16 bits:
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

* Late 70s - 16 bits: 65536 Bytes (Z'L)
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses
* How much memory could our 8-bit machine access? 256 Bytes
* Late 70s - 16 bits: 65536 Bytes [m@hy b5 kilo bgﬁéﬁ ).
* 80s - 32 bits:
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

* Late 70s - 16 bits: 65536 Bytes

« 80s - 32 bits: = 4 billion bytes (4 GiB)
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

* Late 70s - 16 bits: 65536 Bytes
* 80s - 32 bits: = 4 billion bytes

* Today’s processors - 64 bits:
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64-bit Machines

64-bit machine: The registers are 64-bits
* 1.c., 10, butalso PC
Important to have large values. Why?
* Most important: PC and memory addresses

* How much memory could our 8-bit machine access? 256 Bytes

* Late 70s - 16 bits: 65536 Bytes
* 80s - 32 bits: = 4 billion bytes

« Today’s processors - 64 bits: 264 addresses (2" diwes g Vhémiii)
Page 26
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Aside: Powers of Two

Value base-10 Short form Pronounced
210 (101024 Ki Kilo
P 1,048,576 Mi Mega
e 1,073,741,824 Gi Giga
P (10%1,099,511,627,776 Ti Tera
230 1125,899,006,842,624 Pi Peta
200 1152.021,504,606,846,976 Ei Fxa

£ I e 2 o gome pouer, At ks out

s A g
Example: 2¢" bytes & o mighi sqiivalent to o, wuer of Jo.
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Aside: Powers of Two

Value base-10 Short form Pronounced
20 1024 Ki Kilo
220 1,048,576 Mi Mega
DY 1,073,741,824, Gi Giga
i 1,099,511,627,776 Ti Tera
220 1125,899,906,842,624 Pi Peta
200 1152.921,504,606,846,976 Ei Exa

Example: 2?7 bytes = 27 x 220 bytes =2
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Aside: Powers of Two

Value base-10 Short form Pronounced
210 1024 Ki Kilo
920 1,048,576 Mi Mega
20 1.0/27.805 Gi Giga
3 1,099,511,627.776 Ti Tera
220 1,125,899,906,842,624 Pi Peta
200 1152 921,504,606,846,976 Ei Exa

Example: 227 bytes = 27 x 2?0 bytes = 27 MiB = 128 MiB
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64-bit Machines

How much can we address with 64-bits?
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64-bit Machines

How much can we address with 64-bits?

« 16 EiB (2% addresses = 24 x 2%)

CAn
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64-bit Machines

How much can we address with 64-bits?
* 16 EiB (2% addresses = 2% x 290)
* ButI only have 8 GiB of RAM

T hwe bEB of odbeses. Wean addiess e pae e achually heve,

Gt codld e ved v virtusl mamany
W will Aol cbovt 7830 GO
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A Challenge

There 1s a disconnect:

* Registers: 64-bits values

«  Memory: 8-bit values (i.e., 1 byte values) [yt |12 ar Storvg s Sl g bit
(1 kyte)

— Each address addresses an 8-bit value in memory

— Each address points to a 1-byte slot in memory
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A Challenge

There 1s a disconnect:

* Registers: 64-bits values

 Memory: 8-bit values (i.e., 1 byte values)
— Each address addresses an 8-bit value in memory
— Each address points to a 1-byte slot in memory

* How do we store a 64-bit value in an 8-bit spot?
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Rules Ox |OOJ//1 B)CD/BF (4 bytes) .
Rules to break “big values™ into bytes (memory) Ly Ly
1. Break it into bytes Ocbpo Ombol  Oxber Urshed
2. Store them adjacently ctorfirg fram on

3. Address of the overall value = smallest address of its bytes y /fzcc ond gorg W
4. Order the bytes
» If parts are ordered (i.e., array), first goes in smallest address
* Else, hardware implementation gets to pick (!!)
— Little-endian
— Big-endian
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Ordering Values 0l oola Bl ple s
Little-endian EF . p
- > LY, AB, 00,

* Store the low order part/byte first Unto Drbo I Onbe2 Onbo?

* Most hardware today is little-endian
Bigeendian — T
, 00, (A8, CV EF
» Store the high order part/byte first P

Osboo Oxlol  Unba2  Uxbo>
Why we wont to talk odout 2 wos”
Boanice peale decded o do obfTaent g

We wyvite 00A BCDE", it we @ladate fhm F O,
M%@ WWW% HEV%Oﬂ for Processors 10 e kT TRl
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Example

arny of 2 numbers, each nunber sl we 2 bytes
Store [0x1234, 0x5678] at address 0xFO0O0

oulclress little  enclion Dig_epvhon
OMZ%{ O EQU 3% |2

() FOl (2 ks
kb8 04 Fod <8 5h

0nf03 5 78
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Endianness

Why do we study endianness? ) &77’@ holnt e He e fhmg
* [tis everywhere In 1%4 b, o mpwt@?& ore M bﬁb{ﬂ
olorg offergnt thicgs now

* Itis a source of weird bugs

* Ex: It’s likely your computer uses:

— Little-endian from CPU to memory

— Big-endian from CPU to network

— File formats are roughly half and half
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Moving up!
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Assembly
- TGA s hee ﬁl@@mmmm ond
General principle of all assembly languages Wm o 070 mgm&i{]e
 Code (text, not binary!) , Aggembﬂ codde s o Sarence
* 1 line of code = 1 machine instruction Wiitten m thoid vgwage.

* One-to-one reversible mapping between binary and assembly
— We do not need to remember binary encodings!

— A program will turn text to binary for us!
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Assembly

Features of assembly

Automatic addresses - use labels to keep track of addresses

— Assembler will reme I and use where appropriate
B gorg w tepoee e W%bu'/gfs
o acipl ooldreses when TE O

— Labels Wdi”!tlmn%t exist in machine code
Metadata - data about data(extin | the browy fhot were ging YW,

— Data that helps turn assembly into code the machine can use

As complicated as machine instructions

— There are a lot of instructions, and it is one-to-one!

Page 41



