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Announcements

 Homework 4 due Monday after break on Gradescope
— You have written most of this code already
— Hint: Lab 7 may provide a fast way to get started
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Storing Variables in Memory

So far... we/compiler chose location for variable

£
P /:(/ ) T/f/ (
Consider the following example:

f(x):

_ =5
=X n=5
if (x<=0) return 0
else return f(x-1) + a FUDtE = Surs up the numbers between one and =
Recursion

* The formal study of a function that calls itself

while it Oﬂﬁwﬁii the ohchon or e reult for F. it aduodlﬁ wls telf ina smaler oput
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Storing Variables in Memory

f(x): - j/
§=x D/ Ee D

if (x<=0) returnO
else return f(x-1) +a  Se it N V@gmr R0 " owerride

sove it to memary /\/\mﬂg‘ﬂ Nol wohe over and over
When 1 all the same oode aguin . Jump o the qune owdle. agoin
1 accdently overwiite the vohie T really wans

Where do we store a?

s e ogamze memary

We nedl simethig frot wil help
© Hot ue ke ek of Hew  \anobles
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The Stack ) < tion waon qut)

Stack - a last-in-first-out (LIFO) data structure

* The solution for solving this problem —
-

rsp - Special register - the stack pmﬁtgn
* Points to a special location in memory hae the acdoliess
* Two operations most ISAs support: (the indlezr in memory
— push - put a new value on the stack
— pop - return the top value off the stack

of a (ertan pmt)
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The Stack: Push and Pop

push rO

pop r2

Put a value onto the “top” of the stack

*orsp-s o 42

e Mijrsp] =r0 o .
| Eé}g_ r3|

Read value from “top”, save to register

* 12 =M]rsp] eqister file

* rsp+=1
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(high ook mimbes

tr uphee)

Then |7 furns 4o

garrge W memivy.

s nat ot of te
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00 (pw ooler indices
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The Stack: Push and Pop

p)/ts\ﬂ (P
ush (23D SN S | RS ¢
£ = PU_F (QO> % \ 1 \ {1 % \ 1
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push (=)
oush (-3
M:PUP (R1)
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The Stack: Push and Pop
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Function Calls

\/Vhﬁl{ OLW pwamm?tf& E

ohurn volue "
y (2,r3 hove peronds

Oﬂl]ﬂ"fj DUﬂV@(\’h\)Y\S\ o has retim l/a}?/te
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A short aside...

Time to take over the world!
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Backdoors

_— ollow an_ attfcker /olele lper o ke conplete contl sy tern — oflen
Backdoor: sezret way in to do new Ognexpecteed tﬁings O% v |
ithot yol ey 3t

* Get around the normal barriers of behavior
* Ex:away in to allow me to take complete control of your computer

' - 165 = contrl
act stom hag o chocks: pﬁ&SVWW{S, r MSST0NE, ﬁYeumHg =7 all mant to
e E . “who an do whot”

Comg me -nstolls 0 bockslooy = Ghenke past thise. profectiong i gom o] withut govg
thigh 2 ool o
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Backdoors

KYWWZ o DHgam ) geriphs = the methal or 4l ot wes o wenkiess inthe Yt o o
Exploit - a way to use a vulnerability or backdoor that has been created sth, winintarled.

* Our exploit today: a malicious payload

— A passcode and program

— If 1t ever gets in memory, run my program regardless of what you want to

do  backosr < fdden ention e
how gfou Find i, open-it and we it &t nsidle

d o poyflool nsicle an exgoit —once it gets anbo memoyy .

@xp)m't ~.
Attackers vall inchide o smoll progran calle
the paylood runs, even +f ounaer Qaie permision.
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Our Hardware Backdoor

Our backdoor will have 2 components
. @: need to recognize when we see the passcode

Program: o something bad when I see the passcode

SThe hodware noals 4orergrie b when TE ofpens. ‘ ‘
(Libe gueb brode on 0 door, Fyt haw that podtem. Yo B SOMEne 'S/W/ uiants m

> Once Hhe haclunre. recgnizes the possowle , it esecites some. idcbn or
hornful behovior,
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Our Hardware Backdoor

ma\i CIous WM)O&O(.
C5 2| \_3o s [ 6A oz/—> pRgom 1 vnt; o vun

+o fhe memary
[adde 4

i (Cs=20% dotoi== 5D | (== |8 opes 3] )|
(c==28 040{0\::3@) [ )

Sonothing ot Joade &+ keep the oviginal whe
Dt 1\?);@(@4; ({D ek cautter i Hol not part of mf pasole
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Our Hardware Backdoor

Will you notice this on your chip?
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Our Hardware Backdoor

Will you notice this on your chip?

* Modern chips have billions of transistors

* We’re talking adding a few hundred transistors
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Our Hardware Backdoor

Will you notice this on your chip?
* Modern chips have billions of transistors
* We’re talking adding a few hundred transistors

* Maybe with a microscope? But you’d need to know where to look!

of L hod o microsoope and I krew exactly where 1o love. 1 probobly can fvdl it
O mayle. Iin venyvery bucky .
Pt - Most explats e gang 1o be fwd ofter cmebodly fries 4o e hom
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Our Hardware Backdoor

Have you heard about something like this before?
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Our Hardware Backdoor

Have you heard about something like this before?

* Sounds like something from the movies

* People claim this might be happening
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Our Hardware Backdoor

Have you heard about something like this before?
* Sounds like something from the movies
* People claim this might be happening

* To the best of my knowledge, no one has ever admitted to falling in

this trap




