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Instructions Set Architecture /)y dﬂ:ﬁgnm( an_Inctiiction Sef Avchitechie

Instruction Set Architecture (ISA) is an abstract model of uter defining how the

CPU is controlled by software

* Conceptually, set of instructions that are@s_si% and how they should b

* Results in many different machines to implement same ISA Tntel ond AMD ‘s CPy

— Example: How many machines implement our example ISA? ooth ‘I/ISMQ( xgb- b LS.

* Common in how we design hardware 9, fhg\w ax YN the ame
rgvoum .

I
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Instructions Set Architecture

Instruction Set Architecture (ISA) is an abstract model of a computer

defining how the CPU is controlled by software |us of floribhty anl featom £

5 bl thigs tht wadd be focter fike

o 1 : . Mpevth@dwg. 1 obt wory about on the
Provides an abstraction layer between: N e mr——

— Everything computer is really doing (hardware) oomprled ¢ I9. 1 an van it
— What programmer using the computer needs to know (software) o hduae

* Hardware and Software engineers have freedom of design, if conforming to
ISA

* Can change the machine without breaking any programs
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Instructions Set Architecture

Backwards compatlblhtv vecerved.

* Include flexibility to add additional instructions later T m add moe #ings.
My new machine. still aan run the gl oodle.

od dnstructions still fhere
* Same program can be run on PC from 10+ years ago and new PC today

* Original instructions will still work

Most manufacturers choose an ISA and stick with it
My rew machine 1 much facter.

" Nolable Excopton: Aple m\@m s e
ﬁ)llown Lo be oble 4o moeko these d\algés

fil otheod.
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Storing Variables in Memory

f J—
So far... we/compiler chose location for variable f / Q/ /7

Consider the following example:

f(x):
(X)a=X Surs up the numbers  botuseen

if (x<=0) returnO e ol %
else return f(x-1) + a

Recursion
* The formal study of a function that calls itself (while it CDWM?YQ the sotutam
o the woult Br £ # aduolly oolls 7hedf

5o Soller set )
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Storing Variables in Memory

f(x): 12
., BB

if (x <= 0) return 0
else return f(x-1) + a Save it An o register RO

U\/ﬂ’ﬁ\d’@ Hﬁg

e 4t o m@mmfj « NO! vahe over and. over
Where do we store a?

We nedl. simethirg ot will helpus to 0rgare. memary
0 thot we keep toet of Heg \oriobles
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The Stack
~N
Stack - a last-in-first-out (LIFO) data structure — Stoc of ptes
 The solution for solving this problem —
_

e b o Y
sp Special register - the stack pomtgr
Points to a special location in memory hae fhe ocldliess
* Two operations most ISAs support: (the ndlezt in memory
— push - put a new value on the stack
— pop - return the top value off the stack

of a (erfoinpot )
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The Stack: Push and Pop

push rO

pop r2

Put a value onto the “top” of the stack
* [ISp-= Sh
pih 42
* Mfrsp]=r0
[rsp] e 1
[pop 13|
Read value from “top”, save to register
* 12 =M]rsp] egter file
* rsp+=1

Y3 | |

s ?Cl;&

o
W% 1

/dpupomj@ (2=

[ hioh ook mimbes

tr uphae)

Then |7 furns 4o

garrge W memavy.

e nat ot of te
cfack mow!

00 (fow ooler dies
WOM MOW]) .
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The Stack: Push and Pop

pms\ﬂ (17
ush (23D

Ry |

X

PR

10225

RSy

PR

\1

\ 1

e

//f
L Y \r

2 =2
R=-2%
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Function Calls

Aot oo poinmerters 2

eturn vohe”
V (2,v} hove peronds

GW””YJ OuverTms < (0 has refum wolue.
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Backdoors

—> ollow an_ottocke- /oleve lper o ke oonplefe amtrol of yow gystem — offon
Backdoor: secret way in to do new unexpected things | |
sithot o vy it

e Get around the normal barriers of behavior

* Ex:away in to allow me to take complete control of your computer

’ - 1667 = cont o]
aoha akom hoe oy checks: passuordls, parmissions, freundc =7 &l maat b
paog Y iy P e

Comg e -mstolls 0 bockelooy = chenke past thise. protectiong i gom amtnl without govg
thowgh the hermal - Proesc.




UNIVERSITYsf VIRGINIA

Backdoors

moybe o prgraum 2 eripts
Exploit - a way to use a vulnerability or backdoor that has been created

* Our exploit today: a malicious payload

— A passcode and program

— If 1t ever gets in memory, run my program regardless of what you want to

do boceosar = hdden entian e
arplot o g find it penit and e it 1 gt nsile.




UNIVERSITYsf VIRGINIA

Our Hardware Backdoor

Our backdoor will have 2 components
. @: need to recognize when we see the passcode

Program:)do something bad when I see the passcode

SThe hachuare fleals foresgne it when Tt ofpens. | ’
(libe st bode on 6 oloor, Afyo haw that potten, you Enw Someme @pem/ ants n

> One Hhe hadunie. recgnizes the passowle , it esecutes some. Fidobn or
hornfil - behovior,

Page 21




UNIVERSITYsf VIRGINIA

Our Hardware Backdoor

mo i CIOUS ?ag)oao(,
C5 12 \Bo zszA Dz/—> pRgom T wont fn vun

'i]p((—S::O& dofo== ) | (g‘t}&ﬂbﬁtill )|
{Q::Q&Mﬂ::ﬁg) , ce )

Sonething ot docle &+ leeap the original whe.
Tt gcodw f D et couater if dots ot ot of my Pl
:

6. oeasmentor : wrd W
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Our Hardware Backdoor

Will you notice this on your chip?
* Modern chips have billions of transistors
* We’re talking adding a few hundred transistors

* Maybe with a microscope? But you’d need to know where to look!

0 1 fod o micocone and I lrew exuctly where 6o loke, T probobly oz fivdl it
Or. mayke, L vey, vey lucky.
But - Mot explotts e goryg o be fund ofter comebodly ries 2 we tham




il UNIVERSITYo VIRGINIA

It’s all bytes

Memory, Code, Data... It’s all bytes!
* Enumerate - pick the meaning for each possible byte

* Adjacency - store bigger values together (sequentially)

* Pointers - a value treated as address of thing we are interested in
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Enumerate

Enumerate - pick the meaning for each possible byte

What is 8-bit 0x54?

Unsigned integer eighty-four

Signed integer positive eighty-four
Floating point w/ 4-bit exponent twelve

ASCI| capital letter T: T
Bitvector sets The set {2, 3,5}

Our example ISA Flip all bits of value in r1
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Adjacency

Adjacency - store bigger values together (sequentially)

* An array: build bigger values out of many copies of the same
type of small values
— Store them next to each other in memory

— Arithmetic to find any given value based on index
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Adjacency

Adjacency - store bigger values together (sequentially)
 Records, structures, classes

— Classes have fields! Store them adjacently

— Know how to access (add offsets from base address)

— If you tell me where object 1s, I can find fields
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Pointers

Pointers - a value treated as address of thing we are interested in
* A value that really points to another value

* Easy to describe, hard to use properly

*  We’ll be talking about these a lot in this class!
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Pointers

Pointers - a value treated as address of thing we are interested in
* Give us strange new powers (represent more complicated things), e.g.,

— Variable-sized lists

— Values that we don’t know their type without looking

— Dictionaries, maps
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Ordering Values x| 00 !/q 9/_( pleE
Little-endian EF D
— I s _Cb ., A8, 00,
* Store the low order part/byte first . Unbo 1 Orb2 002

* Most hardware today is little-endian

Big-endian ——
00, A8, CD

: ’ 5 ) B
» Store the high order part/byte first T

Osboo  Oxlol Db Dnbod
Why we want to talk obout 2 wows”

Boanice pzaple decded o clo obffaent Tmgs
0 wyits 00ABCDEE, but we @ladate tom F 4o 0,

Page 39

Moo tods He raason o e EF st
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Example

aroy of 2 numbers, each ninber shebl use 2 bytes
Store [0x1234, 0x5678] at address 0xFO0O0

owlolress little  enolion g endion
Omz%{ U EQ0 3% |2
(x FO| [ 2 24
kohEl  Dx o2 ¢ &)
| Orfo3 | 5h 5
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Endianness

Why do we study endianness? [795P{g o(io(n”ﬂ e He some %W\Q

* TItis everywhere Tnfoch, your computers ove. proloably
* Itis a source of weird bugs O/OW oifferent Jg}ny\\a]g NOW.

* Ex: It’s likely your computer uses:

— Little-endian from CPU to memory

— Big-endian from CPU to network

— File formats are roughly half and half
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Assembly
o - TCA s hke ﬁ]@gmmmm and.
General principle of all assembly languages " bl oy 070 M{]W{(EZ
* Code (text, not binary!) . Legenb b o Jo < o Sontence
* 1 line of code = 1 machine instruction witten a0 Hhod guoge.

* One-to-one reversible mapping between binary and assembly
— We do not need to remember binary encodings!

— A program will turn text to binary for us!
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Assembly

Features of assembly

Automatic addresses - use labels to keep track of addresses

— Assembler will reme ' se where appr 1ate
— La(bels Wl}m&lo X%St in machine code 5 gﬁoﬁ? ao{;?fégi hen ’{Jf bm S
Metadata - data about data a%out data (erto o) Hl;f@ @iw / ot were gy o 0,

— Data that helps turn assembly into code the machine can use

As complicated as machine instructions

— There are a lot of instructions, and it is one-to-one!

Page 12
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Assembly Languages

Foch QU family has 15 own unique
There are many assembly languages ot o achine. rstucions — thorre

* But, they’re backed by hardware! ¢ o/ psembly loagage.
« Two big ones these days: x86-64 and ARM i chps o MAC
, st W\% . 6@“}7}10\/16?8
— You likely have machines that use one of these
e Others: RISC-V, MIPS, fuat’

We will focus on x86-64
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x86-64

x86-64 has a weird and long history
* Expansion of the 8086 series (Intel)
§ b (b bits 32 bits
awg — 8086, 8286, 8386, 8486, x86
okl cnphii

e AMD expanded it with AMD64 A bt bty i U with <.

e Intel decide to use same build, but called it x86-64

* (Backwards compatible with the 8086 series
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x86-64

Two dialects - two ways to write the same thing
* Intel - likely using with Windows
mov QWORD PTR [rdx+0x227],rax
* AT&T - likely using with anything else
movq %rax,0x227(%rdx)
We will use AT&T dialect
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AT&T x86-84 Assembly

instruction source, destination

- Instruction followed by 0 or more operands (arguments)

. : ol we will nat see
4, types of operands: (fypicolly ot 2>
- Number (immediate value):($0x123
- Register:(%rax

- Address of memory: (%rax) or 24 or labelname
lood g

%\Q (10\6“ 0%

Value at an address|in memory: (%rax) or 24 or labelname
Iammiofﬁh wses , e are dmg &me@31MWg
fd\é\/{)\(me Frce T%Y

s
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AT&T x86-84 Assembly

mylabelnamel) gnl yith o colon
- Label - remember the address of next thing to use later

@something something <l yAth o clot
+ Metadirective - extra information that is not code
- How the code works with other things (i.e., talk to OS)
- EX: .globl main

@We can have comments!
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Addressing Memory
ol C /" ek
2130(%rax, %rsp, 8) %
- Address can have up to 4 parts: 2 numbers, 2 registers [T

- Combines as:\2130 + %rax + (%rsp * 8)
- Common usage from this example:
- rax - address of an object in memo

- 2130 - offset of an array into the object

- rsp - index into t
- 8 - size of the values in the array (yed o alelode, the offeet ?

on't . (Y%rax) or (hrax, 4) or 4(%rax) I 1 doit foe all the

- This is alllone operand (one memory address) piees, i will - colaulate
whed 1t @n.
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Registers

rax is a 64-bit register Cmppwge&( 0o be b?\cfQWaW)(s Wwﬁb[& With #8h (52-b7%), [bbit,

vOF (i bits) eop (22 bits) Lt -bit)

| (|
ah ol (§bits fr eoh)
T0 1 lokot 32-bit verdon, # will Just 2 ot te fop 32 bits.
W'l see His with all ow registers, n shghtly different uay.

Cthedk the Terdn9))
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Instructions ( oyt ACroNYs Ny it we wont 10 do ke mov gdd, and, or | xor, =,

Instructions have different versions depending on number of bits
to use

* movq - 64-bit move (Qﬁ/mlo\k 1%\/ MU{@ ,ﬂ,{bq] )

ca-auadword o ctnection Pllosed by fes wide
* movl - 32-bit move of tho 409 WL WAL 0 dlo.
-1 =long

- There are encodings for shorter things, but we will mostly see
32- and 64-bit
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More powerful than our ISA

Instructions can move/operate between memory and register
* movq %rax, %rcx - register to register

- Remember our icode 0

- movq (%rax), %rcx - memory to register
- Remember our icode 3

- movq %rax, (%rcex) - register to memory
- Remember our icode 4

- movq $21, %rax - Immediate to register

- Remember our icode 6 (b=0) We amat do memory o
Note: at most one memory address per instruction nemon calculadioms

Page 22
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Other Instructions

Other instructions work the same way

o SIL -, dast
addq ‘hrax, %rcx — rcx +=rax

+ subg (%rbx), %rax — rax -= M[rbx]
1 g o memay andl getr Hhe Lalie

0
- XOr, and, ang others work the same way!
- Assembly has virtually no 3-argument instructions

- All will be modifying something (i.e., +=, &=, ...)

oty ove. of e wmpus chiectly, doesrt hae a. sepeiie b
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Load Effective Address

Tin n gy o the mamony| Jen 4s o special nsticton
Ehot caliulodes the
memay odres prdl

- Performs memory address calculation store the. mermny acklexs
ilsdf na regster.

- Stores address, not value at the address in memory

Load effective address: 1leaqg 4(%rcx), %rax
2649 Slen)y bl

\Vi
Yvoor = Lrch+4




UNIVERSITYsf VIRGINIA

Jumps
jmp foo
- Unconditional jump to foo
(f00) | r memo
- Need jmp* to use register value (1o o e n o egister )
Conditional jumps @Q@A ﬁlf theie’s o overflow
*JL Jle, je,  jme, jg  jge, Ja, jb, Js, ]
< <= == = 7 77 obe B L e o pigred bit
Unlike our Toy ISA, these do not compare given register to 0 i st

Page 11
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Jumps P medon the Veclt %ﬁ QNG <A 10g3PKe oled_cndiBm e

Condition codes - 4 1-bit registers set by every math operation,
cmp, and test

- Result for the operation compared to 0 (if no overflow)

- Example: T\ﬂ% At howe 40 be back 4 bace.

addq $-5, r .
mﬁt dossn't set condition codes..—> 04 Ca/ ol gg{r\g{'}'\m fiee move
je foo jumpuil ke baced on the mast: vecont thing it Jch/ﬁS arowd.

ST get the condittion Goole.
- Sets condition codes from doing math (subtract 5 from rax)

- Tells whether result was positive, negative, 0, if there was
overflow, ...

- Then jump If the result of operation should have been =0
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Jumps: compare...

cmpq Arax, %rdx
- Compare checks result of == and sets condition codes
- How rdx - rax compares with 0
- Be aware of ordering!

- If rax IS bigger, sets < flag
- if rdx Is bigger, sets > flag
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Jumps: ... and test

testq %rax, ’%rdx
- Sets the condition codes based on rdx & rax
- Less common

Neither save their result, just set condition codes!
tost cold ke used H thect i o vegister has 0 it

1@&:@ AINK, 7 1A
e zen_0se JJ3f =29

dne ponzenn_ase if W (=0
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Example: Loops

men:, ——— IﬂHe

while (i < 10) mog $0, {vox ) we set o =0 iy art i=0:
1+=1 : ! do
P anp $lo, Amrs  Jyas-lo = { f YWIO,V[/;% ?M'ﬁ@n
;A/\O“H@ j@é Qﬁ'é}” 7’4F mK >=lo, we got pusitive o 0,
/! check  Loondition , Junp aut addﬁz 4| }%m% then Fump ot the lop.
s i7=10) goto ond Jmp ]NP
=1
) qump back £ corchion offer ey lretun witha 4’ beuise were wrerg with - b
q0 t JWF } it {%nﬂ (popa g-byte oddves ond Jump ikt aller)
Q(\d D& [ab/e

Page 15
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Example: Functions

f nt £t % nty) { «-@Hf") f

) feun ]C‘PMSM I g dol bose ponter
: g 4rsp, Xy ettt o new cnck for £
return 4 nt flon (4 moy|  $% SAear [/ put reTum e 4 fo Yoo

PP L/Tb / ol bage potter (for rmon)

et /] fotwm.

.6)obﬂ‘ ymonn
0
z=12,5) " pusM Libp

movg  Lrsp, K rbp

)

may| $2, ledi /T paraerer 00 Zeol

movl $5,% e | it & 9 Fes

lly

acal
mdv Jeor —k CLibp) /S r%@r&%?lc
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Function Calls: Calling Conventions

The fanchin I g ety and the

finctn that Lasll ave. th wig tre
sonfe. rggstere.

- Convention: Store arguments in registers and stack before call

callg myfun
- Push return address, then jump to myfun

- First 6 arguments (in order): rdi, rsi, rdx, rcx, r8, r9
- If more arguments, pushed onto stack (last to first)

retq

- Pop return address from stack and jump back

- Convention: store return value in rax before calling retq
This is similar to our Toy ISA’s function calls in homeworR 4

Moo ponvantions , chece vaadigs
Page 17
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Calling Conventions: Registers

why 2 Galler and aollee ctore the same vepsters.
Calling conventions - recommendatlons for making function calls

- Where to put arguments/parameters for the function call?

- Where to put retur

- What happens to values In the registers?
(Wus the dd whies Tefve wlhg ©.7p theiohus MWQ femrmy.
- Callee-save - The function should ensure the values in

these registers are unchanged when the function returns
* rbx, rsp, rbp, r12, r13, r14 ri1b

— Caller-save - Before making a function call, save the value,
since the function may change it

Page 18
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Most Common Instructions

ek =

- lea - load effective address

- call - push PC and jump to address
* add - +=

- cmp - Set flags as if performing subtract
* jmp - unconditional jump

- test - set flags as If performing &

- je - jJump Iff flags indicate == 0

- pop - pop value from stack

- push - push value onto stack

- ret - pop PC from the stack




| .globl main
main:

' pushq  %rbp // AWl ICDIQ ‘WW’QT.
mova $0, %rbp—> yisg Zrbp fir 1 (ot nomd, but ki,
condition: .
cmpq $12, %rbp

, 1=0
ig after} ompare T with 12, 5f 4502, they Juap out e
movq %rbp, %rsi INF/ 9‘@, do _H\Z U/P‘Wlé |UJ?>

leaq fmtstring(%. , %rdi o
callg printf MMﬂ€[74;ll>
addq $1, %rbp—o71:1+4|;
. jmp condition
jafter: gt
5 xorl %eax, %eax Spr ook=10 , . .
| put i the repister yAul

popq %rbp
, retq

fmtstring:
.asciz "

i %@ which 3 wal fr the swond

pasneter of  prnkf

it dnistgdiap) o the
ppoll b o whch s e

cuaress fir the firsh ovameter of
Ph‘ﬂH .
2 thrgs lenow -
0. Yrip hus the addesc of
Ly stule. frmod printing ot nstruchin,

@) finbshing (Zvip) il
wladste the ocbliess of

fintsiring kel usiY
offeet .



] .globl main
main:
pushq %rbp
movq $0x42, %rax
movq $0x15, %rbx

movq %rbx, %rsi— yq=y
negq %rsi > 1¢i = -
addq %rax, %rsi

leaq fmtstring(%rip), %rdi
callqg printf
Xorq %rax, %rax
popq %rbp
retq
fmtstring:
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Debugger gl ame__ Ahsassorble ol gecting,

O@!dWﬂE :,,6 eustratt _),l@ié 5 show by proes.

Debugger - step through code! J dssassanble all echms fm biogy 40 aﬂemb/ﬂ

» You will be using this for lab 7
- Experience seeing results of these instructions step-by-step

- Please read the x86-64 summary reading before lab!
b substiot J/rinthe esargble file “substract” 3n debugong mode.

L o odd o breskpint ot the g of o fnction
¢/ /e wde

n o/ 1w the next Instruction

dicasemble /] disassemble
e vad J/rend e registers
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The Stack

.globl main

pushq %rax
popq Yordx

£ d

, DUsh 1075
! Push v

oUsh( )
coll
pp0 ?
: PJP Vil
3 Py 1b”

main:

pushg %rbp

# Set some example values in registers
movg $0x42, %rax

movg  $0x15, %rbx

movl  $4, %esi 3> bits (b 00000004

# Push 64-bit rax, then 16-bit si
pushqg %rax M bﬁ's

pushw %_Si (b bjtg (OY\@ use Hn@ /Ol/l/él’ ”7 b}'{:@ ‘JC Z/QQ)

# Pop -- oops!
popa  %rdi _, [ bits

popw  %si s (| |5 fc j/\L L_ ,
! cine the fisb pp (o7 bAbte

# Return O (all is well)
o bOiTs.

xorq %rax, %rax Mol H]g STWIZ PW\ILQ}’
popq  %rbp |

retq @ 6, S0 75}‘2 dafj/@‘rt

L— |

]
alle colloe g
Page 5

oy Lescon - Minig gperondl ses on the stack
breaes alignment oid eads CUYWP’{@H{ obta.
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Category Patent Copyright License Agreement
) Technological inventions and | Creative expressions and Usage rights of protected
Protected Object . : . P . g€ ng P
innovations forms (e.g., code, text, images) | content
) Granted by government Automatically arises upon Established through
Source of Right . VE L. . Y P &
agencies after examination creation contractual agreement
Automatic Acquisition X No Yes X No (requires signing)

Author’s lifetime + a number .
Determined by contract

Duration Typically 20 years of years (e.g., 70 years in the
terms
u.s.)

Nature of Right Exclusive right tc? make, use, |Prevents Fopying or . Defi'nes. how others can use

or sell an invention unauthorized reproduction or distribute the work
Examoles A new GPU scheduling Source code, research paper, | MIT License, GPL, Apache

P algorithm, hardware design |textbook 2.0, commercial EULA

Innovation and technical . T Permission and terms of
Key Focus . Expression and originality

exclusivity use
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Compilation Pipeline ||/s wont fo bidie th Qp betwed the pgenbly pud [

Turning our code into something that runs
* Pipeline - a sequence of steps in which each builds off the last

Clw /@CC CIO\M

~ Gect [T ereqtable
[ — WY\P}[QY . Asggmbjj —>| Astenbler />O{)_Uég /ﬂllmk@ﬁp@]r wf\l _s| Jooder > run
C ’Néﬁ .S ‘R\@S .0 ﬁ(@g i “ ket LAYE we omnected in
I files bing gthey peaple’s ode. i‘a:j":v"é;fi W; n

T}\Q/} ove FW{'JF fhe P&tc/zogéﬁ OUr prgrom 0N &
one WWH’ oW ggyyxlm"é}’ /0s. Wirdows 3 Alac? Finus?
( Pm’\Jf D gmn 7)

Notes:
0 The whole steps fiom asiembly %0 executeble, is fully rowerspble. This mights not be perfact, +he lobels oy ot be

Guite whot we vt
®. The prowess from C 4o assenbly 4 Jossy. Diffeulb fa go bock 10 C.
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Compiling C to Assembly

Multiple stages to compile C to assembly
- Preprocess - produces C

- Cis actually implemented as 2 languages:
C preprocessor language, C language

- Removes comments, handles preprocessor directives (#)
= #include, #define, #if, #else, ...

- Lex - breaks input into individual tokens

- Parse - assembles tokens into intended meaning (parse tree)
- Type check - ensures types match, adds casting as needed

- Code generation - creates assembly from parse tree
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Compiling C to Assembly

AST (Pbstact Gyntox Trea)

};: FunchinDecl oo b O
¢ |
nt O 1 Xt oo { i amp/wnds&
nt 7=3; It 5=3; ﬂ;{ Pusey. fecl et ReturnStmt ‘
PT@PWC@SSVY Lﬂ‘ef > - =l | type d\?clzé'f 7([_—7_\'/‘31 e gg{ma'f'gf\ Assomb).
/ oomarents 71 vetun X2 3 | — 4
refurn x%2; 1 / il wmt By lyerartor ' i l
3 Yéf)‘:”‘ | . Dol wpu. retura
* Mggerh"rm| 3 Inplicitlasebrpr Integer Lifew| 2 the owrect Hipe?
¢ file (gfg[g-{’g, OWY\(YWH’S, }2 2 \oeToRVhe >
nt E ;
brvg ol Htmgs trgether) | L Erompie o
fed Pof Erpr 75: 9t e omartion Fom
vse wles £ \’, Mt = clowble
brede £ ‘:ﬂ chede - volhd C syntor (widen anvergion ),
4AaronS

—
0 olmbe .
VRN %Hv (mpHimte cast)

! + b
dosde / AN
5

d nt

ploarit work.

It s
dvbe =2
7=4+5;
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Errors

Compile-time errors
- Errors we can catch during compilation (this process)
- Before running our program

Runtime errors

- Errors that occur when running our programs (Em/mple: Segmentortim {W/Jc)
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Simple C Example (", Joonchiobsl on frame o poﬁm)‘ chap rgmpfwl ).

int main() { | \/VM "ol deos , Leors”

return O;
¥ h
On ensy Woyf — 4 S

The main function the vehurn register. TEs o wo ies b0 cler
thot wgster with 28v0.

The compler s choosing 1a use this as
tuoy — o zer out

- Start running the main() function
- main must return an integer - exit code

- 0 = everything went okay
- Anything else = something went wrong

- There should be arguments to main
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Data Types in C

Integer data types

Data type | Size (bits) féiggﬁ@ﬁﬁg,
char 2 ' |
short I 2
Int 3), @
long bl [
long long ol 3

Each has 2 versions: signed and unsigned

by cbfiilt, chort,nt, lag . forg log ove spnad
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Data Types in C

Pointers - how C uses addresses!
* Hold the address of a position in memory
* Need to know the kind of information stored at that location

The <o of o puter 7 How many byfes 2 — bk bits  (Regicters ave. Bt bits ecause
(6 2% o haol bt meman/
oulclyesces )
If 1 wont % hewe o prnter 12 an M %Y
Lﬁ the stoy VQ}D@}’QII(QS the frt Lot the

i nit an nfeger, it's o ponter

b w=b, CTT3] G byt Y=8%; Tt upks!

nt XY ﬁw@ yfes ) ¥y =25 wil dronge % 225,

Y=1, —> odhesn¥ work
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Data Types in C

Pointers - how C uses addresses!
* Hold the address of a position in memory

* Need to know the kind of information stored at that location

m@mtm oLddres O 1200 (We alwaﬂs re{era/\( ¢ omefin
/

05 the lowest addres that at's store
9 N a0y a0 .‘@ 20| 1202 (202, ot) Ff"

( / OOl |1loo loo 00 .oo 09 foo( 18| 5h 54\ lL(

T e chual f e bt dhak fo 7 R
OW‘J(JU(Q Qf\d‘a‘o %2 deteferente 2
Mt K = Ox12245b1¢

¥z oleeforane xz

¥ 52 =50 0009000;
nt XY (set % 0 Ux 90000000)

‘ =25, (Wpwming - 1fau’ve Trying o
4 =%, (L wat y pont 07, whith mas st the adiies of 7 nyd. alfg@n%ggﬂoam>

1= UsABDEFO|; (Lin d\orgm the P\Wﬁélf)—? L oy ol wourt 40 olo ¢his. Stmetimes g ol 2

¥Y=25; (When I wse an asterisle, it wil soy 1s ol the pitfer m y, filow Hhe adliess to the
p\DLLQ I memayy it Y pn\/rl;s f0 ond de\@é, ot volue)
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Example

int main() {

1;

int x = 3;
long y = 4;
int *a = &x;
long *b = &y;
long z = *a;
int w = *b;
return O;
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int main() {

int x = 3;

long y = 4;

int *a = &x;

long *b = &y;
long z = *a;

int w = *b;
return O;

?ﬁw 0 =85y )

0000000000000000
8 £ S0
i - 48 89 e5
4: 31 cl
6: cf ds T
d: c7 45 £8
14: 48 c7 45
140 00
ic: 48 8d 4d
20 48 89 4d
24: 48 8d 4d
28: 48 89 4d
Z2e: 48 8b 4d
10 48 63 09
33 48 89 4d
Y 48 8b 4d
3b: 48 8b 09
3e: 89 4d d4
41 : 5d
42: c3

<main>:
push
mov
xor
00 00 00 00 movl
03 00 00 00 movl
£0 04 00 00 movq
£8 lea
e8 mov
0 Sigped. extend lea
el | 404, mov
e8 g 0 QAT MOV
movsl
d8 mov
e0 mov
mov
mov
POP
retq

W
_$0x3, -0x8 (Jrbp)

(oompiler brows we

Jrbp o workng) on o
%rsp,%rbp bt -t machme . 11
heax,heax prbably ) te bne

Cieythng to 8 Bytes
iF Lean. %o moke
$0x4,-0x10(%xrbp) thrgs foster {5 o)

-0x8 (%rbpY, hrcx — lodig the addr
hrex,—0xI8 (hrbp) of x o ves.
~0x10 (%rbp) , %rexy | P
%rcx,—OxQO(%rbp)}{1ﬁ7<
-0x18 (%rbp) , krcx
(hrex) Jlrex
hrex,-0x28 (%rbp)
-0x20 (%rbp) , %rcx
(hrcx), b gvg fim g to .

as

He sume WA
e

, |
W XQC(Aer) mwve e vahe of

hrbp

Y o res, but L
Wl ust reod ot fhe
ohfe of 1%




Siwp Eronple

wicl swop (jn 30, it xb) €

t tmp = ¥
S0 = %b;
X‘b:’h’ﬂ});‘

0ijff_~\\__—@ on gy
bljfjﬂ—__ﬂﬂﬂfzzgg an el

tmo [ x|
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Arrays

(We pick 0 St in mhemonf, gl e nent 50 many uts ore aur ooy )

Array: 0 or more values of same type stored contiguously in memory

- Dec‘j\rebas you woul use int myarr[100]; (lo mfeqers w2 arvi)
oW

R avm
- sizeof(my 400—1004 byte integers

- myarr treated as pointer to first element When L croafz an oo it

- Can declare array literals: actually crente & pomfér to the
int y[5] = {1, 1, 2, 3, 5} Prst #hng n that st

T

opﬁom\




UNIVERSITYsf VIRGINIA

Pointers and Arrays X fﬁx
(dereference 7wl be the st elanent of ownra) #) — | ll L | 2\ L |

*x and x[0] are equivalent

- Pointer to single value and pointer to first value in array

- Treat array as pointer to the first value (lowest address)
- Indexing into array: x[n] and *(x+n) _ powter arithmetic

- If x isan 1nt *, then x+1 points to next int in memory

- Adding 1to pointer adds sizeof () the type we're pointing to

Not skip 5 byfes n memovy
I bnow ffis poweter 45 o pinfer 0 an nfeger, so L phe 5¢ si2eof(t)
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VYHM ob I kaow?

— 0ne punter or an onayf of Ponter? h et
7 0¢ Jnigyer ov G OWaY o eger J

J
der- int ** o onter o 0 nter to @@,jﬁ@ﬁfiw
ConSIder lnt T?MPP((J‘SQ .,Pauj 'PUIY\'[T {W% *Hmvﬂ O}ﬁ MOLWQI{I. Th’ls OlWoLV) S}I\O\,{IO{ b@ on WVOM Of ]D\I‘IT\‘FP}’S

Pointers and Arrays

) o WH’@ ers .
And L Swppose the poW(ers M s p\wﬁr armn pomtfw on angy 010 9

j,_l_%ﬁ — T S T2 3
) 11 e — T A1 5 b
o[0l[o] =

—
¥of21) =71 7 [7 \ €19
= 0| u ] 3

o) ) :> g thivg wend here. In Jowe Just &4 fouth. L =T
a@lgz o Bt mC, L an ust gve i the uae o that poce They are qub ponfers to a plac N menmoly.
oLo) >4 0 /\A/in\aal soq fult if ym vead ﬁﬁﬁ”’} T wil lonow sovethrvg T4 ofoesib motter how big the ormys o
ALalB1> | ' ! umber fhere ? wryg when T ue i< value
*albl :7%@&]) —>®' Moghe some o Inter, And i 1 witg th,
- Ly overwite dh 1 olowb lenow,
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Pointers

saf [ dor %) == cizeof (o clmble )
- All pointers are the same size: address size in underlying ISA
- Two special int types (defined using typedef)
- size_t - integer the size of a pointer (unsigned) cieof O refumns a woliie
- ssize t - integer the size of a pointer (signed) of type size-t
CWith our compiler and ISA, these are both variants of Llong

These vepiesents ntegers with the same §2e 05 o puinter.
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Pointers

Consider the following code:

int x = 10; W swpse « s of oddes, 900

int *y = &x; y ptte % © 3 ==l000 |
int *xz =y + 2; pnfer arifimetic, Y points 1 on 7hf’9@€r, €0 Y+ maans 9o forwarl 2 ints
' | N memovy.

long w = ((long)z) - ((long)y); ) ohich iS4 byt
. ast He oddress o lOfﬁ, Co we traxt them N2 U us 000
Why is w = 87 lipe plorin nfegers.  [s08-[009=§ i CQOHE will fe
[0008 =[98
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it L wif bers, they are nplicitly cast
Other Types and Values TDJW m@eeVZ%m & %bﬁz. e

IF L unnt to write Sometmng bfger,
- Literal values - integer literals are implicitly cast 1 yual & odd e cuffires.
- unsigned long very_big = 9223372036854775808uL .
- u for unsigned, L for long , LL fi lag long (apitalization chesrt matter, but yow'll usioly ez’ u
- enum - named integer constants (in ascending order)

ol "L uppermse.

. enum { 8, b, ¢, d=100, &'}; (vhen L dalrg uith chuites the veer fou o rede. the @siest wny

- void - a byte with no r%'é%{“n‘fsﬁ% or "nothing” > T mb do guals or ony aperarfions on it

. Pointers: void p (L dorb aue whats there) flort b=D3k,

- Return values: void myfunction(); (L dort care what i I register ron) . wd xp= b,
- Casting - changing type, converting

- Integer: zero- or sign-extend or truncate to space

- Int to float: convert to nearby representable value
- Float to int: truncate remainder (no rounding)

casting ponfers does sume. weirel g
Wé/H "kﬂ[}z ﬂbm{j 'H\Cﬂ{f l0L+@V.

¥ O“g&t foo = e; I an donge whee 0 olo 45 using infegers, {or eosier readmg, I gl them some. youmes)

Ploat ¢ = %(flatx)p;
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Structures

struct - Structures in C

- Act like Java classes, but no methods
and all public fields

struct foo {
long a; 8 fhe ovder of s Kt

- Stores fields adjacently in memory f iﬂzr:;jQ s importart. Tt *@'}';/d
- o Sttin €, ; Jlor how b b
(but may have padd|ng)¥hvr@;ﬁ;‘j€m§£jﬂh;€7; iy %S@&%}gy wto bui
- Compiler determines padding, use pie e filldi  he2¢l=T e o ddg?
: - n remont, TE Fries to align ead roy e on 2 know
sizeof () to get size K T dort

il on an addiess Hhat’s o matipl STRUCE! To0 ) declare o vavipde 7

. Name of the resulting type includes of i mfwx.b = 23N P e sttt o

oize, b mokex.c = 4; W

word struct the (P OCCESS > Lan et diectly the
ﬁﬁer. ﬁe[o{&

A stuct n o stwct 2

Vos Just et a stuct as one fddl of
anather shruct .
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Structure Literals o oy yo dhud blolc it libe e caw with the oo iferals.

struct a {
int b;
double c;
S i o of the ype. oot o ot of the reme.
/* Both/of the following initialize b to © and c to 1.0 */

struct a X {0, 1.0 };—ﬂrmmﬁ ove th&s%m ﬁeb& W\OnkT-
structay =1{ .b=0, .c =1.0 };_§@ww(gm " gwa\ndmﬁm'hDQWQ{ﬂ%m

Joldes an othar Ovders.

stud o 2, => If 1 olnb give anf vohiss, Jut oflocate the rmemoyy and whotger 5 i
menary S whadls gong o b2 How T At bnow what Hey ore

b
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typedef

typedef - give new names to any type!

typeckef unsgred o e t;

ng]pedef UNSiY ned )o(\j addvess T

- Fairly common to see several names for same data type to convey

Intent

- Ex: unsigned long may be size_t when used in sizes

- Examples:

typedef int Integer; Infyper bocomes anither rame i it

Integer x = 4,

typedef double *x dpp; dpp pir; (U&‘ng mpﬁdefccm make (;omp\e/{ pﬂm‘zz)»

- Used with anonymous structs: types ok simpler)

typedef struct { int x; double y; } foo; |
struct { ... } definés an anonymous struct (no struct name given).

foo z = { 42 ’ 17.4 } » The typedef immediately gives it the alias foo.
You can now create variables like foo z; instead of writing struct something z;.
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Struct Example

//\&sumwh@ 1 have rq Doddiry beowise o] of these are bt brts.

typedef struct { 0 ¢ L 2l
long x; oY | amy | Jogh
long vy,
long *array,;
long length; )

} fooC) ﬁm 0

; L v okt ond 0o ﬁ“aﬂ)/hgefmﬁfhaamﬂ'
yeremesdyr We nee ‘ ,
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Struct Example ¢ - 0ets o ponter 4t mud dorefrence 4o g rece Belde

long sum2(foo *arg) {
long ans = arg->x;

for(long i = 0; i < arg->length; i += 1)

ans += arg->y * arg->arrayli];
return ans;

typedef struct {
long x;
long y;
long *array;
long length;
} fooC)
4

sum?2:
movq
movq
testq
jle
movq
movq
xorl
~LBB1 2:
wieger 1OV
milhph| S0Ulg
(ggredy 244
ine
increment cmpq
jne
.LBB1_3:
retq

the fost pammeter (arg)is mged in vedistor i

(%rdi), %rax @nS= a =K

24 (%rdi), %r8 r& :a@—a/
%r8, %r8 perfrms hifie AND.
.LBB1_3 ifngahie  jump ta ,188L2
8(%rdi), %rdx rds=0g =Y
16C7%xd1) . frmi mﬁ::agyaaﬂﬁﬂ
%edi, %edi 1=0

(%rsi,%rdi,8), %hrcx iex=ormyll
hrdx, hrex rxsyxanoyH]
%rcx, hrax ons+4z .-

Yrdi 4+ ‘
Yrdi, %r8 Copae i<leyth
.LBB1 2
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Struct Example  suni gots o copy of the uiido et (G o) it aceser Bolds ety on

long suml(foo arg) {
long ans = arg.Xx;
for(long i =

0; i < arg.length; i +=

ans += arg.y * arg.arrayl[i];

return ans;

+
\/\/M oloes the conpiler acess the stuct felds ueiry

(rsp) +offiet, nstecel of Something ke, (Hrelr - Someting)?

Modern comp lors OHM it i ta sae o register

when o donh see Zrbp. te canpiler jwt wse Zrgp + offret

nstead .

functin og wment]
retum oddr

lo@’l[ \/0\lr7ob_[e9w |

 <—oug. Aot Lpte
«—agy ot %1spHb

1)

suml :

movq
movq
testq
jle
movq
movq
xorl
LBBO 2:
movq
imulq
addq
incq
cmpq
jne
.LBBO_3:
retq

the stack.

8(%rsp), hrax ans=al.A
32(%rsp), %r8 v§=cng.length
%r8; xS

LBBO_3

16(%kxsp) ; fxdx nﬁf:a@gj
24 (rsp), %rsi rsi=ary. anmy
%edi, %edi i=0

(%rsi,%rdi,8), %rcx
%rdx, jrcx

Yrex.. Yrak

%hrdi

wrdi. %4r8

.LBBO 2




