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Announcements

 Homework 4 available today due Friday at 11:59pm on
Gradescope
— Note the earlier deadline!
— You have written most of this code already
— Lab 6 may provide a fast way to get started
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Instructions Set Architecture /)y dﬂ:ﬁgnm( an_Inctiiction Sef Avchitechie

Instruction Set Architecture (ISA) is an abstract model of uter defining how the

CPU is controlled by software

* Conceptually, set of instructions that are@s_si% and how they should b

* Results in many different machines to implement same ISA Tntel ond AMD ‘s CPy

— Example: How many machines implement our example ISA? ooth ‘I/ISMQ( xgb- b LS.

* Common in how we design hardware 9, fhg\w ax YN the ame
rgvoum .

I
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Instructions Set Architecture

Instruction Set Architecture (ISA) is an abstract model of a computer

defining how the CPU is controlled by software |us of floribhty anl featom £

5 bl thigs tht wadd be focter fike

o 1 : . Mpevth@dwg. 1 obt wory about on the
Provides an abstraction layer between: N e mr——

— Everything computer is really doing (hardware) oomprled ¢ I9. 1 an van it
— What programmer using the computer needs to know (software) o hduae

* Hardware and Software engineers have freedom of design, if conforming to
ISA

* Can change the machine without breaking any programs
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Instructions Set Architecture

Instruction Set Architecture (ISA) is an abstract model of a computer
defining how the CPU is controlled by software

* Provides an abstraction layer between:
— Everything computer is really doing (hardware)
— What programmer using the computer needs to know (software)

CSO: covering many of the times we’ll need to think across this barrier
Were n g@neml ot Hhis pont, gnvg o ctart stafirg just abwve ths tarier and to the

gq]@pware side.
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Instructions Set Architecture

Backwards compatlblhtv vecerved.

* Include flexibility to add additional instructions later T m add moe #ings.
My new machine. still aan run the gl oodle.

od dnstructions still fhere
* Same program can be run on PC from 10+ years ago and new PC today

* Original instructions will still work

Most manufacturers choose an ISA and stick with it
My rew machine 1 much facter.

" Nolable Excopton: Aple m\@m s e
ﬁ)llown Lo be oble 4o moeko these d\algés

fil otheod.
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CISC - lds of st come veny speciofed.
0. K&b-b%t - Hiusards of Fstucting venf prplex

R1GC. fower mstmctons, bt anch ereadtes vew

officently

pg + RISC-V: A1 bosic nstructins. smoll o
Cean . oxterSims - gow to huncads
O€ snetrLchions

ARM : 50— [990 ANsHUCHIN.

What about real ISAs?




i UNIVERSITYof VIRGINIA

Our Instructions Set Architecture

What about our ISA?

* Enough instructions to compute what we need

* Asis, lot of things that are painful to do

— This was on purpose! So we can see limitations of ISAs early
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Our Instructions Set Architecture

What about our ISA?
* Enough instructions to compute what we need
* Asis, lot of things that are painful to do
— This was on purpose! So we can see limitations of ISAs early

* Add any number of new instructions using the reserved bit (7)
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Our Instructions Set Architecture

What about our ISA?
* Enough instructions to compute what we need
* As s, lot of things that are painful to do
— This was on purpose! So we can see limitations of ISAs early
* Add any number of new instructions using the reserved bit (7)

* Missing something important: Help to put variables in memory
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Storing Variables in Memory

f J—
So far... we/compiler chose location for variable f / Q/ /7

Consider the following example:

f(x):
(X)a=X Surs up the numbers  botuseen

if (x<=0) returnO e ol %
else return f(x-1) + a

Recursion
* The formal study of a function that calls itself (while it CDWM?YQ the sotutam
o the woult Br £ # aduolly oolls 7hedf

5o Soller set )



UNIVERSITYs VIRGINIA

Storing Variables in Memory

f(x): 12
., BB

if (x <= 0) return 0
else return f(x-1) + a Save it An o register RO

U\/ﬂ’ﬁ\d’@ Hﬁg

e 4t o m@mmfj « NO! vahe over and. over
Where do we store a?

We nedl. simethirg ot will helpus to 0rgare. memary
0 thot we keep toet of Heg \oriobles
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The Stack
~N
Stack - a last-in-first-out (LIFO) data structure — Stoc of ptes
 The solution for solving this problem —
_

e b o Y
sp Special register - the stack pomtgr
Points to a special location in memory hae fhe ocldliess
* Two operations most ISAs support: (the ndlezt in memory
— push - put a new value on the stack
— pop - return the top value off the stack

of a (erfoinpot )
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The Stack: Push and Pop

push rO

pop r2

Put a value onto the “top” of the stack
* [ISp-= Sh
pih 42
* Mfrsp]=r0
[rsp] e 1
[pop 13|
Read value from “top”, save to register
* 12 =M]rsp] egter file
* rsp+=1

Y3 | |

s ?Cl;&

o
W% 1

/dpupomj@ (2=

[ hioh ook mimbes

tr uphae)

Then |7 furns 4o

garrge W memavy.

e nat ot of te
cfack mow!

00 (fow ooler dies
WOM MOW]) .
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The Stack: Push and Pop

pms\ﬂ (17
ush (23D
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e
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The Stack: Push and Pop
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Function Calls

Aot oo poinmerters 2

eturn vohe”
V (2,v} hove peronds

GW””YJ OuverTms < (0 has refum wolue.
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A short aside...

Time to take over the world!
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Backdoors

—> ollow an_ottocke- /oleve lper o ke oonplefe amtrol of yow gystem — offon
Backdoor: secret way in to do new unexpected things | |
sithot o vy it

e Get around the normal barriers of behavior

* Ex:away in to allow me to take complete control of your computer

’ - 1667 = cont o]
aoha akom hoe oy checks: passuordls, parmissions, freundc =7 &l maat b
paog Y iy P e

Comg e -mstolls 0 bockelooy = chenke past thise. protectiong i gom amtnl without govg
thowgh the hermal - Proesc.
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Backdoors

moybe o prgraum 2 eripts
Exploit - a way to use a vulnerability or backdoor that has been created

* Our exploit today: a malicious payload

— A passcode and program

— If 1t ever gets in memory, run my program regardless of what you want to

do boceosar = hdden entian e
arplot o g find it penit and e it 1 gt nsile.
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Our Hardware Backdoor

Our backdoor will have 2 components
. @: need to recognize when we see the passcode

Program:)do something bad when I see the passcode

SThe hachuare fleals foresgne it when Tt ofpens. | ’
(libe st bode on 6 oloor, Afyo haw that potten, you Enw Someme @pem/ ants n

> One Hhe hadunie. recgnizes the passowle , it esecutes some. Fidobn or
hornfil - behovior,

Page 21
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Our Hardware Backdoor

mo i CIOUS ?ag)oao(,
C5 12 \Bo zszA Dz/—> pRgom T wont fn vun

'i]p((—S::O& dofo== ) | (g‘t}&ﬂbﬁtill )|
{Q::Q&Mﬂ::ﬁg) , ce )

Sonething ot docle &+ leeap the original whe.
Tt gcodw f D et couater if dots ot ot of my Pl
:

6. oeasmentor : wrd W
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Our Hardware Backdoor

Will you notice this on your chip?
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Our Hardware Backdoor

Will you notice this on your chip?

* Modern chips have billions of transistors

* We’re talking adding a few hundred transistors
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Our Hardware Backdoor

Will you notice this on your chip?
* Modern chips have billions of transistors
* We’re talking adding a few hundred transistors

* Maybe with a microscope? But you’d need to know where to look!

0 1 fod o micocone and I lrew exuctly where 6o loke, T probobly oz fivdl it
Or. mayke, L vey, vey lucky.
But - Mot explotts e goryg o be fund ofter comebodly ries 2 we tham
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Our Hardware Backdoor

Have you heard about something like this before?
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Our Hardware Backdoor

Have you heard about something like this before?

* Sounds like something from the movies

* People claim this might be happening
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Our Hardware Backdoor

Have you heard about something like this before?
* Sounds like something from the movies
* People claim this might be happening

* To the best of my knowledge, no one has ever admitted to falling in

this trap
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?

* No technical reason not to, it’s easy to do!
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!

* Ethical implications

* Business implications (lawsuits, PR, etc)
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!
* Ethical implications
* Business implications (lawsuits, PR, etc)

Can we make a system where one bad actor can’t break 1t?
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Ethics, Business, Tech

Are there reasons to do this? Not to do this?
* No technical reason not to, it’s easy to do!
* Ethical implications
* Business implications (lawsuits, PR, etc)
Can we make a system where one bad actor can’t break 1t?

* Code reviews, double checks, verification systems, automated

verification systems, ...




UNIVERSITYsf VIRGINIA

Why does this work?
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Why?

Why does this work?
e It’s all bytes!

* Everything we store in computers are bytes

* We store code and data in the same place: memory
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It’s all bytes

Memory, Code, Data... It’s all bytes!
* Enumerate - pick the meaning for each possible byte

* Adjacency - store bigger values together (sequentially)

* Pointers - a value treated as address of thing we are interested in
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Enumerate

Enumerate - pick the meaning for each possible byte

What is 8-bit 0x54?

Unsigned integer eighty-four

Signed integer positive eighty-four
Floating point w/ 4-bit exponent twelve

ASCI| capital letter T: T
Bitvector sets The set {2, 3,5}

Our example ISA Flip all bits of value in r1
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Adjacency

Adjacency - store bigger values together (sequentially)

* An array: build bigger values out of many copies of the same
type of small values
— Store them next to each other in memory

— Arithmetic to find any given value based on index
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Adjacency

Adjacency - store bigger values together (sequentially)
 Records, structures, classes

— Classes have fields! Store them adjacently

— Know how to access (add offsets from base address)

— If you tell me where object 1s, I can find fields
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Pointers

Pointers - a value treated as address of thing we are interested in
* A value that really points to another value

* Easy to describe, hard to use properly

*  We’ll be talking about these a lot in this class!
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Pointers

Pointers - a value treated as address of thing we are interested in
* Give us strange new powers (represent more complicated things), e.g.,

— Variable-sized lists

— Values that we don’t know their type without looking

— Dictionaries, maps
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Programs Use These!

How do our programs use these?
 Enumerated icodes, numbers

* Ajacently stored instructions (PC+1)

* Pointers of where to jump/goto (addresses in memory)




